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Abstract

The number of system breaches has recently increased across various sectors, including the education sector. These breaches are
carried out through various methods such as SQL Injection, XSS Attack, web defacement, malware, and others. Security vulnerabilities
in the system also pose a potential threat to the Student Service Center owned by XYZ University, which stores a significant amount
of confidential and sensitive data. The worst impact of all is the system is paralyzed, damaging the ongoing performance and reputation
of institutions. The purpose of this research is to identify security vulnerabilities in the system using the Vulnerability Assessment and
Penetration Testing (VAPT) method. The results showed that the system identified file upload functionality that poses a risk of being
exploited for security attacks. Additionally, file path traversal can allow unauthorized access to directories, potentially enabling the
injection of malicious code. Future research could explore the application of machine learning to enhance security measures and
streamline the penetration testing process.
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Introduction

In the growing digital era, web applications have become an integral part of various aspects of human life,
including education [1]. Universities, as centers of higher education, have also adopted this technology to provide
information, services, and interaction with students or the general public online. However, the potential for significant
security risks always coexist with technological developments [2]. Risk is an undesirable event that results from an
occurrence or event that has a detrimental impact [3]. It occurs due to a lack of security implementation that can
increase security risks [4]. In this context, security vulnerabilities in web applications have become a serious concern
for stakeholders, especially due to the rise of cyber-attacks targeting various types of sites, including college sites with
academic domains (ac.id). One type of attack that has emerged is gambling site injection attacks, where attackers try
to exploit vulnerabilities in web applications to inject advertisements, links, or unwanted content, which in this case
is related to gambling sites.

In recent times, there have been several cyberattack incidents in Indonesia, including Web Defacement incidents
targeting Government and Education sites. One of the more notable incidents is the "Slot Gacor or Online Gambling
Web Defacement," in which attackers changed the appearance of a site by replacing it with an online gambling site.
In recent times, there have been several cyberattack incidents in Indonesia, including web defacement incidents
targeting government and education sites. One of the more notable incidents is the "Slot Gacor or online gambling
web defacement, in which attackers changed the appearance of a site by replacing it with an online gambling site. [5].
Works by exploiting vulnerable websites to launch malicious code that damages, deletes, or alters the content of web
pages [6]. Defacement attacks can disrupt website operations, damage the owner's reputation, and potentially result in
data loss. [7]. The number reached 1,650,000 higher education institution websites with the .ac.id domain, 2,090,000
government sites with the .go.id domain, and 313,000 school sites with the .sch.id domain, all of which were victims
of slot gambling injection attacks [8]. The attack affects the appearance of the website, turning it into an online
gambling page. The motive behind this action is to prevent the site from being blocked by the authorities, which is
why educational sites are one of the main targets [5]. An agency or organization requires adequate and supportive
resources, such as information that must be maintained and protected from various kinds of disasters and threats [9].

This indicates vulnerabilities in the design or implementation of web applications that allow attackers to access
and manipulate data, including uploading unauthorized content. Among vulnerabilities other than those previously
mentioned (malware, viruses, SQL Injection), vulnerabilities such as file path traversal and unrestricted file upload
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are of significant concern. Path traversal allows attackers to access files and directories outside of the web root
directory by exploiting the "unsafe direct object reference" vulnerability [ 10]. By exploiting the absolute URL pointing
to a file, attackers modify a variable to access files outside the web root directory. Simply by adding the "../" character
repeatedly, they can jump to another directory. For example, with the string "../../../etc/passwd", they can access the
password system file on Linux [11]. While unrestricted file upload is a serious vulnerability that has a great impact
on the system and its infrastructure. This vulnerability can result in a total system takeover, including the back end
and database. An unrestricted file upload vulnerability could allow an attacker to upload and execute malicious scripts
on a web server, potentially leading to the exploitation of the system [12], [13]. Attackers who can upload malicious
files can perform drive-by download attacks, crash websites, or access file systems through a web shell. After gaining
remote access to the server, they can extract data.

XYZ University is a private college that specializes in Computer Information Technology and has implemented a
web-based information system. The university's website, xyz, provides a virtual representation of the campus [14].
XYZ University offers a Student Service Center system, an academic tool designed to expedite the processing of
academic information on a web-based platform [15]. The Student Service Center website caters to various student
needs, such as course registration (KRS), thesis submission, attendance verification, academic transcripts (KHS), and
more. Additionally, the Student Service Center system features a profile menu that includes comprehensive personal
and parental information, including the National Identification Number (NIK) data.

In general, possible security risks that can occur on a website include malware, viruses, and SQL Injection [8].
The risk does not rule out the possibility of occurring on the website used by XYZ University. The most common
vulnerability in web applications is injection. Injection attacks utilize various flaws to send untrusted user input, which
is then processed by the web application [16]. The attacks caused by SQL injection are significant and pose a serious
threat to web-based applications because hackers can easily take over their systems. [17]. According to [18] the most
common vulnerability currently in web applications is Cross-Site Scripting (XSS) attacks. According to [19] IDOR
(Insecure direct object reference) is a security vulnerability that occurs when a web application does not validate or
authorize access to direct objects, such as data or resources, adequately manner and is as vulnerable as the ID object.
Attackers can casily infiltrate the system and deploy a backdoor virus to a user's machine or a main server [20]. These
risks are additional elements that influence the adoption of certain technologies. When risks to information security
occur, the impact can disrupt the smooth flow of work, increase the use of time and financial resources, and potentially
damage the organization's reputation. It is important to identify and manage risks to ensure a better level of system
security and to reduce the impact that may occur to be more controlled [21].

Security risks that arise on websites can be mitigated by implementing information security techniques or methods.
Organizations, governments, and other and other individual interests can mitigate security vulnerability risks with a
variety of measures [22]. On the other hand, information security plays a crucial role in safeguarding information
within a company, organization, or educational institution. When information security at an educational institution is
not properly managed, it can pose a risk to the continued functionality of the information system. [3]. All organizations
emphasize the importance of information security in protecting data and information as valuable assets [21]. As
website users, it is essential to ensure that the technology used is secure and protected from potential security attacks
[23]. Security in web applications is a critical aspect that should be owned.

In general, security risks on the web can be addressed by improving information security. One effective approach
is through vulnerability assessment techniques, Vulnerability Assessment and Penetration Testing (VAPT) is a method
used to secure web applications and systems by auditing and exploiting vulnerabilities [24]. It encompasses a variety
of security assessment services aimed at identifying and mitigating risks within an organization's IT infrastructure
[17]. Therefore, it is crucial to conduct a vulnerability assessment to explore vulnerabilities, weaknesses, and
deficiencies in a system. Vulnerability assessment is an internal and external security evaluation activity that involves
identifying systems, network computers, applications, and other potential targets of illegal attacks [25]. Implementing
a set of management and control mechanisms to enhance security is essential [26]. By conducting a vulnerability
assessment, institutions, organizations, and individuals can proactively address security issues before they are
discovered by hackers and exploited for financial gain and other malicious purposes [18].

Based on previous research [27] VAPT on government websites, identifying various vulnerabilities and their risk
levels. In another study, VAPT was also used to analyze vulnerabilities in the use of cloud model services, specifically
Software as a Service (SaaS), Infrastructure as a Service (IaaS), and Platform as a Service (PaaS) from the perspective
of penetration testers [28]. Research conducted by [29] has attempted to address the security weaknesses of computer
network systems by integrating CVSS and FMEA methods to determine the priority of handling based on the potential
impact of vulnerabilities. Previous research emphasizes the proactive role of VAPT as a cybersecurity defense
technology. [21] describes the VAPT lifecycle, vulnerability assessment techniques, and tools used to enhance cyber
defense. Research conducted by [22] has emphasized the significance of VAPT in analyzing modern cybersecurity,
as well as its advantages in safeguarding IT infrastructure and data from cyber threats. A previous study [7] highlighted
an increase in hacking attacks and data leaks in Indonesia, with a focus on backdoor slot attacks on various domains,
particularly in government and educational institutions.
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This study highlights the need for rapid response and mitigation measures in the face of continued cyberattacks.
Potential future research could include further analysis of affected domains, attack sources, threat modeling, and
mitigation and recovery strategies. This research examines potential attacks that utilize path traversal and unrestricted
files. Specifically, it aims to identify security vulnerabilities on the website of X YZ University that could be exploited
for further illegal attacks.

Method

The author chose the VAPT method because of its orderly sequence of steps, and it is easy to understand because
it uses the penetration testing stages that are often used during assessments. The strength of this method lies in its
initiation with the scanning of security gaps in the studied application, followed by the delivery of appropriate
suggestions to fix the identified vulnerabilities [30]. Depicted in Figure 1, the VAPT Lifecycle, is a thorough nine-
step process to assess and potentially exploit the security of a system or device. The process begins with defining the
scope of the assessment, either from a black, gray, or white box perspective and gathering critical target information
during reconnaissance. Vulnerabilities are identified through various techniques, leading to a penetration testing plan,
where access and privileges in the system are pursued. At the result analysis stage, findings are examined, and
recommendations are documented for management action. During this process, the victim system and its programs
may be changed, but the cleanup phase ensures the return of the system to its pre-assessment state. This comprehensive
approach realizes the VAPT lifecycle, protecting systems and devices from potential threats.

Vulnerability Assessments and Penetration Testing - VAPT Work Flow

Goals & Objectives Attack & Penetration

Vulnerability
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Figure 1. The life cycle of VAPT (Source: https://firewall. firm.in/vapt/)

A. Scope

Within the Assessment and Testing phase, it is crucial to define the scope of the assignment precisely. There are
three potential scopes available: white box, black box, and grey box [30]. In this study, a grey box approach is utilized
due to the authenticated portal system under examination. Grey box testing is used to gather information limited to
the system or network under study, while also being able to identify and address internal and external security issues
posed by attackers [31]. Grey box testing was chosen for this study because it includes integration testing, validation
testing, system testing based on program code, and specification and design requirements [32]. Grey box testing is a
hybrid technique that combines elements of both black box and white box testing and is conducted on either domestic
or external networks [33].

B. Information Gathering

The information-gathering process involves a series of actions aimed at obtaining extensive internal data related
to the IT environment, including details such as IP addresses, network configurations, operating system versions, and
more. This step applies to all three types of scope discussed earlier. This stage focuses on identifying the menus within
the Student Service Center system that offer file download and upload features. Additionally, it aims to gather
information about the framework, programming languages, and operating systems used in the system [33].

C. Vulnerability Detection

In this stage, among various vulnerability assessment techniques, such as Static Analysis, Manual Testing,
Automated Testing, and Fuzz Testing, the authors have adopted two techniques: manual and automated. In the manual
approach, researchers rely on their own knowledge and experience, without depending on any tools or software, to
identify vulnerabilities. For the automated method, the authors only use Burp Suite to detect menus that contain file
upload and download functions [33].
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D. Information Analysis and Planning

This phase is employed to assess vulnerabilities that have been identified concerning the information processed
within the IT environment, and to devise a strategy for infiltrating the system and network. This means that the results
of vulnerability detection are analyzed whether there are false positives or vice versa, which then from the results is
used for the penetration testing / exploitation process in an effort to penetrate the system [33].

E. Penetration Testing

This phase is used to assess vulnerabilities that have been identified in the information processed within the IT
environment, aiming to devise a strategy for penetrating the system and network [34]. This involves analyzing the
results of vulnerability detection to determine the presence of false positives or false negatives. Subsequently, these
results are utilized in the penetration testing/exploitation process to penetrate the system [33].

F. Privilege Escalation

After successfully hacking into the system, this technique is used to recognize and obtain higher access rights,
such as root privileges and administrative access to the system [33].
G. Results Analysis

At this stage, root causes are carefully identified, pathways to exploitation are detected, and recommendations are
designed to address the risk or weakness. This is the final stage in the lifecycle that ensures a thorough explanation of
the problem or risk, methods to address the problem, and improve the security of the system or device [33].

H. Reporting

Reports are created and well-documented, including details about the areas that have been accessed, the methods
and tools used in the vulnerability assessment, detailed information regarding the data found and lost, changes made
to the system or device, total time spent, and so on [33].

L. Cleanup

In the final stage, a cleanup process is also performed to delete temporary files and restore the system to its original
state [33].

Results and Discussion

The author has defined the scope for penetration testing in the Student Service Center system using the Grey Box
method, incorporating both manual and automated techniques. The prepared resources include student account
credentials, the Burp Suite software, and a web browser. Subsequently, the comprehensive test results are outlined in
each stage of the VAPT lifecycle, spanning from Information Gathering to Cleanup.

A. Information Gathering

The author utilized the available student credentials to authenticate to the Student Service Center and access all
menus in search of file download and upload features. BurpSuite also automatically recorded all requests on the URLs
accessed by the author, allowing it to identify which endpoints provided file download and upload functionality. The
results of this information collection are presented in Table 1 below.

Table 1. The menu contains upload and download features

Details
Menu with download and upload features
Host Path Features
) /main/detail pengu
Detail Pengumuman Informasi Akademik https.//;iu;ilint.xyz. muman/{id_pengu Download
) muman}
https://student.xyz Download &
(MBKM) Fakultas Ilmu Komputer ' ac.id/ B /mbkm_fakultas upload
Kampus Merdeka (MSIB) https://student.xyz. /mbkm_kemendikb Download &
ac.id/ ud upload
Sertifikasi Kompetensi https://student.xyz. /sertlﬁkam_.kompet Upload
ac.id/ ensi
Organisasi Mahasiswa https://stuqent.xyz. /organisasi_mahasi Upload
ac.id/ swa
Prestasi Mahasiswa https://:z:ui(ile/:nt.xyz. /prestasi Upload
Seminar Atau Workshop https://;tcui(zie/nt.xyz. /seminar-workshop Upload
. : Vo ot=
Perubahan Biodata https.//student.xyz. /blodatg ?act=mahas Upload
ac.id/ iswa
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From Table 1, it can be seen that the update and download menus on the student.xyz.ac.id host can be detected

using the BurpSuite tools. This includes identifying the path and each feature, which can involve both download and
upload or only upload.

In addition to the information about the menu mentioned earlier, the author also managed to collect information
related to the server, including the framework, programming language, storage, JavaScript library, as well as the user
interface framework used. This kind of information provides significant support in speeding up and simplifying the

penetration testing process. To obtain such information, the author used a tool called Wappalyzer installed as an
extension on the Chrome web browser.

Table 2. Server Information

Server Information
Technologies Version
Framework Codeigniter Undetected
Apache HTTP Server 2.4.56
PHP Undetected
Ekstensi Web Server OpenSSL 1.0.2k
Operation System : UNIX Undetected
Control Web Panel (CWP) Undetected

Based on Table 2, the author gathers information about the server, the technology used, and the software version
using the Wappalyzer and Burpsuite extensions. This information is identified through the request and response
folders. Among the technologies identified are Codeigniter Framework, PHP, and the operating system, as well as
Control Web Panel Information, some of which have unknown versions. The information obtained is highly valuable
for the following stage.

B. Vulnerability Detection

Based on the information obtained in the previous stage, URLs that provide download and upload features are
automatically detected by Burp Suite, while also displaying the vulnerabilities present in these URLs.

o 0) A
Issue activity @ "
7 Filter  High | Medium = Low | Info | Certain | Firm | Tentative | ' inScope FILE
Task Time Action Issue type Host path Insertion poil
Issue found © nput returned in response (reflected studed /mbkm/download file parameter
Issue found © Input returned in response (reflected
issue found @ input returned in response (reflected

Issue found © File upload functionality
Issue found ¥ File path traversal

/mbkm/download_template file parameter
/perpustakaan/view_ebook file parameter
/sertifikasi_kompetensi

/mbkm/download file parameter

Issue found ¥ File path traversal stude /mbkm/download template file parameter

Issue found 1 file path traversal ,_ebook file parameter
09:48:12 13 Oct 2023 Tssue found i File path manipulation ‘dosen. /perpustakaan/view_ebook file parameter

09:45:50 13 Oct 2023 Issue found i’ File path manipulation stude /mbkm/download

3 folder parameter
09:45:05 13 Oct 2023 Issue found ¥ File path manipulation /stude /mbkm/download

act parameter

Figure 2. Vulnerability detection results

As shown in Figure 2, the vulnerability detection results reveal the existence of endpoints with file upload
functionality and a high severity file path traversal vulnerability in the download feature. Therefore, it can be inferred
that the goal of identifying download and upload features has been accomplished. Nevertheless, the findings of this
audit undergoes further analysis, and preparations is made for a manual penetration test at a later stage.

C. Information Analysis and Planning

The results of automatic detection from burp suite based on Figure 2, and Table 1 are then mapped and planned
exploitation of the upload, download and gap features detected by burp suite. The mapping is as in Table 3.

Table 3. Penetration testing planning

Issue detection Severity Scenario Testing
File upload functionality (Menu Sertifikat Testing is done by uploading backdoor files
kompetensi, Organisasi mahasiswa, Prestasi Info with certain extension variations such as
mahasiswa, Seminar, Biodata mahasiswa dan .php, .php2, .php3, .php4, .php5, .phpo,
MBKM.) .php7, file.php%00, and so on.
Attempt to access configuration files
File path traversal on transcript menu Info (database, api, environment), and server
logs.
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Issue detection Severity Scenario Testing
Attempt to access configuration files
File path traversal on MBKM (Fakultas) menu Medium (database, api, environment), and server
logs.
File path traversal on MBKM (Kemendikbud) Medi Attempt to aceess gonﬁguratlon files
menu edium (database, api, environment), and server
logs.
Attempt to access configuration files
File path traversal on detail “pengumuman menu” High (database, api, environment), and server

logs.

In Table 3, the scanning results reveal that the File upload functionality and File path traversal issues are grouped
into several severity levels. The results indicate 2 issues in the information category, 2 issues at the medium level, and
1 issue at the high level. This aligns with the research findings [35] indicating that an attacker who exploits a directory
traversal attack on a web server can have unrestricted access. By combining this with code injection, they can upload
a shell onto the web server and execute website defacement attacks. As for the file upload functionality vulnerability,
once exploited by an attacker, it can be used to launch various attacks such as installing a web shell, contaminating

web applications, spreading malware, and phishing [12].

D. Penetration Testing

After analyzing and planning, the testers focused on two vulnerabilities: file upload and file path traversal.
Although the detection results from Burp Suite showed other vulnerabilities, the discussion below focused on the test

results of these two vulnerabilities.
1. Unrestricted file upload

In this vulnerability test, backdoor uploads are performed on all menus that provide file upload features.

Attack Save Columns

Results Positions

Payloads Resource pool Settings

Y/ Filter: Showing all items

Request Position

69
70
7
72
73
74
75
76
77
78
79
80
81
82
83
84
85
86
87
88
89
a0

NN RN NNRNRNNNNRNRNNDRN NN NN

.php3
.php4
.php5
.phpé
.php7
.phps
.phps
.pht
.phtm
.phtml
-paif
.shtml
.htaccess
.phar
Janc
.hphp
p
.module
.asp
.aspx
.config

Payload

ashx

Request Response

Pretty Raw He:
1 HTTP/1.1 200 OK

Date: Sat, 14 Oct 2023 08:34:42 GMT
PRl A M e

R

X Render

Status code  Error

200
200
200
200
200
200
200
200
200
200
200
200
200

Opeadii i 0 In-tipe

< Beparen: The, % Bew M0 00 A2 0 Ay
Canme Comtasl W SLeae, Mo carie, Swet Tevalidet e
TR agme e e

LA TE

“"

e
T Weny  Meept Baeding. Teer - Agean

10 Keep-Alive: timeout=5, max=99

Connection:

12 Content-Type: text/html;

Alive

Timeout  Length Comment

597
597
597

597

598
598
597
597
597
597

SAIA NI LA™ UIRIIATIYE eapieeetBen, 140w -3EE) 8:

charset=UTF-8

5 ("type":"error”

., "message":"<p>

The filetype you are attempting to upload is not allowed.<\/p>
"y

Figure 3. Test with backdoor file upload
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As illustrated in Figure 3, using Intruder in Burp suite, a brute force test was performed on file extensions that can
be used as a backdoor, such as .php, .php2, .php3, .php4, .php5, .php6, .php7, file.php%00, and so on. However, the
test results show that none of the backdoors were successfully uploaded with these extensions. This is evidenced in
the response in Figure 3, where the server returns the message “error: The filetype you are attempting to upload is not
allowed.", and with the content length remaining the same, at 597. Note that the red block on each image is an attempt
to mask information that is not possible for the public to know.

2. File Path Traversal

In testing this vulnerability, the main stage to ensure the vulnerability is not false positive, is done by downloading
the index.php file backwards in the previous directory by means of "../index.php". This test is carried out on the
download template feature in the mbkm menu.

==
Request Response o
Raw Hex n = Raw Hex w =
1 GET /mbkm/download template?file=../index.php 1 HTTP/L1.1 200 OK
HTTP/1.1 2 Date: Sat, 14 Oct 2023 08:02:48 GMT
Hosc: [ Server: Apache/2.4.5¢ (Unix) OpenSSL/1.0.2k-fips
Cotlidd ! _Ga=tmt 3+ 4335700458+ ba 03204304 Gl +- o
nired | 17 ot @4 L9, =m I Content-Disposition: attachment; fuenam-:—="../mdex.php"l 1
G MRAIANE .4 AN e T
£ - 7 Content-Transfer-Encoding: binary
S L. g 5 Cache-Control: private, no-transform, no-store, must-revalidate
©UNSE et . Bt iia s 8 (Bindees BT 0 0 * Set-Cookie: ci_session=7b93aBf60514d33€627cfcc2484449a520eb 13553
Vinda, w44 v W00 B Seebe 100004 ; expires=Sat, 14-Oct-2023 10:02:48 GMT; Max-Age=7200:; path=/;
Fihsnfon’ 148 8 HeepOnly
Agwmgs 10 Content-Length: 10203
TORL AL P L AT Lo SR L G TR e - 11 Vary: User-Agent
SR e vl dmage weRy. t e 8 Connection: close
R R L o B 13 Content-Type: application/octet-stream
7 Accept-Encoding: gzip, deflate, br -
Referer: S <?php
neeps:/ /[ >t a) 6|/ *e 2
ultas 7 * Codelgniter
Upgrade-Insecure-Requests: 1 x
10 Sec-Fetch-Dest: document 1% * An open source application development framework for PHP
11 Sec-Fetch-Mode: navigate 20| *
Sec-Fetch-Site: same-origin * This content is released under the MIT License (MIT)
13 Sec-Fetch-User: 2?1 22| *
14 Te: trailers * Copyright (c) 2014 - 2018, British Columbia Institute of
15 Connection: close Technology

Figure 4. Access index.php with path traversal vulnerability

It can be seen in Figure 4 that requesting “../index.php” produces a response that the system uses Codelgniter.
Red box number 2 proves that it is true that the system uses the Codelgniter framework and with the results of
information collection in Table 2.

Request a-=
CE)

DO T T
- e e T L e
v

e Pon feen e —

e Percn Bede g

B Pein Bie sam e ipin
ittt
e

e
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o0
s "
w .

gET / lownload cemplacertile=. ./application/ contig/ datanase phy HTTP/L. i

mnEt;m-ch.&.lmmu_-.u-
R B Fabahed T oo s

Sovs bgmen . Beniiiah B Batee BT 6 6 Basit. seds v B Sweie SRR

Fravteei b 4

e

P r—— PY——
Mrngt bampuage . n B vn w5 4

D

Rttt

e Beron Bike e eigis
e breen- e
)

SRReCCIon T E 10

Figure 5. Access database file

Then as shown in Figure 5, the request command to download the confirmed database can be executed, as depicted
in the response in Figure 5 above, including the database, username, password, and other settings. Therefore, it can
be inferred that the conducted tests align with the plan outlined in Table 3, which involves attempting to access
configuration files (database, API, environment) and server logs.

E. Privilege Escalation

Privilege escalation is an attacker's attempt to increase access rights. For example, someone who previously had
only read access can gain write and delete permissions through successful privilege escalation. The results of file
traversal testing revealed that the IP used as the system database hostname is a private or local IP that cannot be
accessed from external networks. The author attempted to increase access by connecting the device to the same
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network and then accessing the database. However, the test results did not succeed in elevating access rights.
Nevertheless, this vulnerability allows access to all files on the student server (read access).

F. Results Analysis

The author has analyzed the test results conducted in the previous stage to identify cases that fall into the False
Positive and False Negative categories. Then, they calculate the severity score based on the CVSs.

Table 4. Analysis result

. CVYVS calculator result
Vulnerability Name . e
Severity Score False Positive

File path traversal on Detail Pengumuman Informasi Akademik NA 0 v
menu
File path traversal on transkip menu NA 0 Y
File path traversal on MBKM (Fakultas) menu Medium 4.9 N
File path traversal on MBKM (Kemendikbud) menu Medium 4.9 N
File path traversal on detail pengumuman menu High 7.5 N
File upload unrestricted on MBKM (Fakultas dan Kemendikbud) NA 0 v
menu
File upload unrestricted (Sertifikat kompetensi) menu NA 0 Y
File upload unrestricted (Organisasi mahasiswa) menu NA 0 Y
File upload unrestricted (Prestasi mahasiswa) menu NA 0 Y
File upload unrestricted (Seminar atau workshop) menu NA 0 Y
File upload unrestricted (Biodata) menu NA 0 Y

The analysis results in Table 4 indicate the presence of a Medium severity vulnerability, which has a score value
0f4.9. This assessment is based on the CVSS:3.1 scheme with parameters AV:N/AC:L/PR:H/UIL:N/S:U/C:H/I:N/A:N
(Attack Vector: Network, Attack Complexity: Low, Privileges Required: High, User Interaction: None, Scope:
Unchanged, Confidentiality: High, Integrity: None, Availability: None). The medium severity assessment is caused
by several factors, including the existence of menus that require user (student) authentication to take advantage of this
vulnerability so that the privileges required are rated high, as well as the potential leakage of all information contained
in the student system source code due to exploitation of these vulnerabilities, which results in a high level of
confidentiality assessment and which gets a high severity level because the privileges required are none. While the
false positive is due to the web application firewall and the blocking of unauthorized files on the server side in all
upload menus.

G. Reporting

The following is a report on the results of penetration testing, this report contains the name of the vulnerability,
the vulnerable endpoint, and suggestions for improvement.

Table 5. Reporting based on testing vulnerability

. Details
Vulnerability Name . L.
Endpoint Remediation
File path traversal on MBKM /mbkm/download_template?file={payload} - Validate the user input
(Fakultas) menu /mbkm/download? act=kampus_merdeka&fol before processing 1. Ideauy,
der=file pendaftaran&file={payload} compare the user input with

/mbkm/download_template?file={payload} 3:f$é;elf;1}?£%:;{?ﬁgeiible

/mbkm/download?act=kampus_merdeka&fol | yerify that the input

File path traversal on MBKM der=file_komitmen&file={payload} contains only permitted

(Kemendikbud) menu /mbkm/download?act=kampus_merdeka&fol | content, such as
der=bukti pembayaran&file={payload} alphanumeric characters
/mbkm/download?act=kampus_merdeka&fol | only.
der=file_lolos&file={payload} - After validating the

supplied input, append the
input to the base directory
and use a platform
filesystem API to
canonicalize the path.
Verify that the

File path traversal on detail

pengumuman /perpustakaan/view_ebook?file={payload}
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Details

Endpoint Remediation

canonicalized path starts
with the expected base
directory.

- Use Firewalls

Vulnerability Name

Table 5 contains vulnerability issues, vulnerability locations and prevention recommendations that can be done at
the student service center. This is to prevent the potential utilization of file path traversal vulnerabilities contained in
the student center system by other parties.

H. Cleanup

This attempt was unsuccessful because in the course of this research, the author was unable to obtain super user
access rights. However, it should be explained that within the scope of this research, no modifications were made to
the database, or utilization of the information obtained. Therefore, this stage is not considered a necessity.

Conclusion

By applying the vulnerability assessment and penetration testing methods in this test, all stages in it can be applied
properly, it's just that the test was not successful until getting superuser access rights. The penetration testing report
shows that overall, the student center service system is proven safe from unrestricted file upload vulnerabilities,
because the system has successfully prevented the use of unwanted file extensions, this is evidenced by the results of
the file upload vulnerability analysis labeled NA (Not Applicable).

While file path traversal was successfully exploited and the penetration test report results show the download
feature located on the MBKM menu and academic collection details are vulnerable to file path traversal with medium
to high severity. If you look at the results of cvvs, this vulnerability has a very strong impact on confidential file
information on the server at risk of leakage. Then mitigate the vulnerability of file path traversal that can be done by
the xyz campus including, validating user input on the url download file before being processed by the server, or can
apply waf (web application firewall).

The further research can build upon similar studies by having full access to the system. This allows for a noticeable
difference in the vulnerability results obtained. In the future, vulnerability assessments with penetration testing could
be automated by implementing a specific architecture or utilizing appropriate algorithms.
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