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Abstract

Data integration in this era is necessary for building a valid information system. Data in an information system must have a concept
that interacts with other systems. With the development of information systems, data storage will increase. Big data must be
channeled with a supporting information system connected to the data center information system. This research develops an API-
integrated system with increased security in Basic Authentication with Cryptography. This research uses the Linear Sequential
Model method with increased API security in Basic Authentication with Cryptographic hashes. test results using the CURL
Library obtained appropriate data, and response time testing obtained an average result of 0.0611 per second. Acceptance testing
obtained a percentage of results of 78%, which was included in the excellent functioning category. The research found that the
Rest API can integrate and validate data between information systems.
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Introduction

The rapid development of technology makes human work can be completed quickly. The role of technology and
technology makes processing data and information easier. Almost all fields require the role of technology in its
management, especially in the field of educational administration management. Some systems have been widely created
but data integration is still very lacking so that information systems that utilize data integration in running their business.
It cannot be denied if modern technology is considered much more practical compared to conventional technology. The
management of data and information in the administration of education must be managed properly. Not only that, the
management of basic educational data that contains the identity of students becomes an important factor in the
management so that business processes can run smoothly and optimally [1].

Techniques to facilitate and speed up the process of distribution of existing information, we can use information
technology that has developed today. In this study, researchers tried to distribute account access information on each
information system the university environment can connect. The connection of accounts on each information system
will reduce invalid data because the main data input process comes from one information system source. The technology
used is a web service based on the PHP programming language JSON with the RESTful API method. The reason for
using JSON web services in this study is that JSON is a simple data type format, does not require storage space, and
does not require large resources in transferring data either using only a slow network connection, does not require large
processor resources on Android-based smartphones to decode the JSON format [2]—[4]. The use of API Techniques is
expected to overcome repeated registration problems in information systems. Various problems that often occur include,
the first in terms of students and the second in terms of staff. In terms of students, as for the problems that occur
repeatedly when students want to ask for data to the database for various applications contained in the university. In
terms of Staff, when students request to access the database staff must verify the data whether the student is eligible to
access other information systems. This is intended to minimize the misuse of databases in universities [5]—[7]. To get
satisfactory results in the efforts to apply JSON data to support the RESTful API technique in Web Service applications
as amedium in application development, therefore, of course, there has been a lot of research that examines this subject,
below are some of them are as follows:

Research on RESTful and Web Service was conducted by [8] discusses the implementation of RESTful API to
integrate information systems and save bandwidth usage. The results of the study created a web service to bridge
different platforms. Another study that discusses RESTful API was conducted by [9] about the implementation of
RESTful API to integrate between servers and improve the speed of access to information systems. The results of the
study resulted in an API and were tested with the SUS method, which gave excellent results, reaching 80.88 [8], [9].
Other research on RESTful API was conducted by [10] presenting the implementation of RESTful API in the creation
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of a master data planogram. The results of the study resulted in a web-based data master application that users can use
to enter the data needed in the creation of a planogram. Another study on RESTful API was conducted by [11]
discussing the implementation of RESTful API as a data Synchronization tool between servers. The results of the study
can Synchronize between servers with API techniques. Basic authentication is a simple method that has several
disadvantages. Yoshiaki Kasahara's research explains that the model is no longer used [12].

Based on the description and several research references above, this research proposes improvements to previous
research by utilizing cryptography in RESTful API authentication. This research uses the Linear Sequential Model
method with increased API security in Basic Authentication with Cryptographic hashes. This research contribution to
improving the security of RESTful APIs with cryptographic hash algorithms

Method

System /information
engineering

Analysis — Design Code —| Test

Figure 1. Linear Sequential Model

The study used the Linear Sequential Model (LSM). This method demonstrates a systematic, sequential approach
to software development that begins at the system level and develops through analysis, design, coding, and testing [13].
The use of LSM is a suitable model for developing information systems [14]. Information system development involves
adding feature modules and increasing security as carried out in this research, namely increasing authentication security
on RESTful APIs with hash cryptographic algorithms [15], [16]. Figure 1 illustrates a linear sequential model for
software engineering. System information engineering and modeling become part of a business system. The work
begins with establishing requirements for all system elements and then allocating some of these requirements to the
software. Software systems must interact with other components such as hardware, people, and databases. Systems
engineering and analysis include collecting requirements at the system level with a small number of top-level designs
and analyses. Information engineering includes the collection of requirements at the strategic business level and the
business area level.

1) Analysis

This process stage requires intensive requirements gathering and focuses specifically on software. To find
out the needs, identify the following API needs used by the tracer study system. The data used in this research
is tracer study system log data, which consists of 1575 records of 240 KiB. This data is processed to become
RESTful API data.

2) Design

This process stage is carried out by software design. This is done with a RESTful APl flow diagram. There
are two flow schemes: the RESTful API Architecture Design in Figure 2 and the Basic Authentication
Enhancement flow design in Figure 3.

3) Code

This process stage is carried out by creating code. The design that has been made is translated into a
programming language. The programming language used is PHP & uses the MariaDB database. At this stage,
the RESTful API coding uses the Native PHP model with Basic Authentication security and additional security.

4) Testing

The Testing stage focuses on the logical internals of the software, ensuring that all statements have been
tested, and on functional externals; That is, conducting tests to uncover errors and ensure that the specified
input will produce actual results that match the required results. Testing using the Response Time Performance
Comparison [17]—[19] and acceptance testing method [20]—[22]. The RT formula is in Equation 1:

RT = Teng — Tstart 1)

Where: "End Time" is when a system or entity completes a task or responds to a request. "Start Time" is when a
request or task is first received or started.
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Results and Discussion

The design in Figure 2 describes the architecture of the web service to be built. The goal is to connect between
SIAKAD server as the main server with the tracer study server as the client. The Main Server has a function that is as
the main data center, one of which is student data. The main data will be connected through APIs with other systems in
various information systems, one of which is in this study, namely the tracer study system. The RESTful APl Design
Solution selected to solve data communication problems is to use web services [23]. The web service to be built using
the REST (Representational State Transfer) architecture with the protocol used is HTTP (Hypertext Transfer Protocol).
The communication flow that occurs is that the client will send data or send data requests over HTTP Requests, then
the server responds to the client using HTTP Response. RESTful API uses a basic authentication security system.
RESTful API security through authentication in this RESTful AP makes applications safer because API users can only
access APIs with authentication accounts registered on the API system [24].
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Figure 2. RESTful API Architectural Design

The RESTful API system in this study is known as the SYNC API information system. The main function of SYNC
API is that users can perform user authentication access management to customize the RESTful API. Inthis API system,
users can access the available modules to support easier and safer API access, including APl usage tutorials,
Administrator Contact Modules, User Modules, and System Access Log Modules. Users can access RESTful API
functions in several methods, namely get, post, put and delete on the module provided by the selected API [25]. The
concept in Figure 2 shows the implementation model of integration between SIAKAD information systems and Tracer
Study information systems [24]. The API design flow in Figure 2 is described in Figure 3 which is the flowchart of
the system between SIAKAD information systems with tracer study. Sync API information system product design can
manage access to data between information systems and validate access to each information system. Access validation
is done when an information system performs an access request on an API. During the data request process, the SYNC
API will Synchronize data and validate so that the data on the tracer study system and SIAKAD will be valid. RESTful
API security uses basic authentication with additional security

> 9 ©

Cdllecting User Data
tzz siakad

Callecting User Data
From API Database

A
Keywith
N—p
Basic Auth
~N b

Y

Send Data To AP Send Data To
Server Other Apps

APl Sync
Checkingif data
already exist

Irsert Data Yo APt insert User Data To

Server Other Apps
APl Sync ia

O D

Figure 3. Sync API Flowchart Diagram
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The flow in Figure 3 shows the details of the RESTful API design in Figure 2. The Sync API system performs data
retrieval on SIAKAD servers using SIAKAD RESTful API. Data retrieval in SIAKAD API through APl authentication
process. If key authentication is successful, the data can enter the Sync API database through the data validation process.
There is another feature that is a Synchronization of account data and passwords if there is a password difference
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between SYNC API and SIAKAD. The improvement offered is by storing the RESTful API authentication account in
the storage database and encrypting the account password with a hash function algorithm, namely MD5.

Added security to Basic Authentication on the RESTful API system with a Digest Authentication security approach
[26]—[28]. Additional security is carried out in Basic Authentication including protocols used using Secure Sockets
Layer, the use of multiuser to be able to access the API by storing it in the system log, and the main thing is to add hash
cryptocurrency security to the authentication password of the RESTful API account [29], [30].

Table 1. Result of Functional Analysis

Actor Description
Provide student account
SIAKAD Collect validation input tracer study
Collect student account

Tracer Study Provide validation input tracer study
Collect student account
API Sync Collect validation input tracer study

Distribute student account
Distribute validation input tracer study

RESTful API in the form of Basic Authentication is widely used in various information system developments. This
is based on convenience and the fact that information systems, especially web-based services, compete with similar
information systems. RESTful APl frameworks can work in the same way as typical web applications [31].
Implementation of basic authentication security with additional system security used for the needs of several student
information systems in Table 1 is produced regarding the features needed in other API systems [32]. Based on the
results of functional analysis, there are three information system actors in this study, namely SIAKAD, Tracer Study,
and API SYNC. SIAKAD is a system that provides basic data for all systems in this research object. SIAKAD and
Tracer Study need each other data, meaning that the tracer study system requires data from SIAKAN and SIAKAD also
takes data from tracer study used to validate students and alumni who have filled in data on the tracer study system. In
addition, Tracer Study has a role as a provider of student and alumni validation data to fill out the study tracer form.
Business processes covered by SIAKAD systems and tracer study systems are bridged by the Sync API. The Sync API
provides both information systems to keep the data distributed between systems valid and secure [33], [34]. Table 1
shows the results of functional analysis, showing the activity of each actor in the system.

Table 2. The Created Endpoints

Service Endpoints Method Function

SIAKAD /get_mahasiswa GET Show student account
/get_ mhs_id GET Show specific student account
/tracer_del id/{npm} DELETE Delete selected tracer study validation
/patch_account PATCH Change student account

Tracer Study /get tracer GET Show tracer study validation
/tracer POST Insert validation tracer study
/get_tracer id/{npm} GET Show specific tracer study validation

Table 2 shows the functions that work on the system. Web services are built using REST architecture with basic
authentication security with additional security. The REST architecture consists of five HTTP methods. All methods in
rest api including POST, GET, PATCH, DELETE, and PUT must go through enhanced basic security. POST is used
to create new resources. GET is used to retrieve specific resources. PATCH is used to update specific resources.
DELETE is used to delete a particular resource and PUT is used to replace all of a particular resource. Each endpoint
is registered with the APl Gateway using the APl SYNC. The system is built using the RESTful API additional security
HTTPs protocol and cryptographic hashes on the RESTful API account. The response provided from each request is
sent in JSON form. The database used by all services is MariaDB. Then, the system is equipped with a security layer
to protect data and communication processes between users and the system. Password protected using md5 algorithm.
It meets three security criteria that are believed to be sufficient to protect the system. Basic authentication is used when
a user wants to access an endpoint in the system. Secure APl will ensure that data will only be accessed by certain
accounts by comparing account claims. Next, the implementation of the API system is in Figure 4.
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Figure 4. Sync API Access Login Page

In Figure 4 displays an overview of the Sync API access home page. Steps to access the Sync API must be entered
into the system to find out the RESTful API authentication account and how to use the RESTful API. Account access
to the system is provided by the administrator.
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Figure 5. Sync API Dashboard Page

After the user logins, the initial dashboard will appear. In Figure 5, users can have access to several RESTful API
system shortcuts. This shortcut can access the Sync API menu, send messages, and log access Sync API. RESTful API
authentication is described in Figure 6 and Figure 7.

Akses RestFull API

Figure 6.
Sync API

Account

In Figure 6 is a listing page of accounts that can be used to access the Sync API. Figure 6 can be accessed by
clicking the Sync APl menu. There is a username and password for access to the Sync API with Basic Authentication
security. The green check status indicates the RESTful API account can be used.
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Figure 7. Sync API Access Tutorial Page
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In Figure 7 is a list of available Sync API along with API access procedures. Figure 7 can be accessed by clicking
the API menu then the API Tutorial. Users can use the API in multiple programming platforms. Among them are PHP,
Android, i0S, phyton, and so on. In Figure 8 is a trial of RESTful API access with Postman. Researchers conducted a
trial on one of the RESTful APIs with Basic Authentication securities. The test results were successful by displaying
data on the API.

Figure 8. POSTMAN Access View

The last stage is testing. Testing was carried out using the response time method. The test was carried out 10 times
with three test scenarios and use 1575 records. The first scenario is to access the RESTful APl with basic authentication
without additional security with 1 iteration, the second test is to access the RESTful API with basic authentication with
additional security with 1 iteration, and the third test is to access the RESTful API with basic authentication with
additional security with 60 iterations. The results can be seen in Figure 9.
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Figure 9. Response Time Testing

Results on average responsiveness were less than 0.0611 seconds. Further testing using methods using acceptance
testing [35]. This test is done with a questionnaire method based on usability testing with variables of effectiveness,
efficiency, and satisfaction [36]. Acceptance testing is done by distributing application tests to several respondents of
prospective RESTful API users. The number of test data was 30 respondents. The test results of the Sync API
information system prototype showed that all the function variables tested could run properly. The results of the function
using the Black-Box testing method follow the communication and planning stages [37], [38]. System usability testing
uses usability testing methods for levels of effectiveness, efficiency, and satisfaction. The results of the usability test
are shown in Figure 10.
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Figure 20. RESTful API Testing
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The test used 30 respondents with 3 levels, namely effectiveness, efficiency, and satisfaction. In Figure 9, the test
results showed that the results of RESTful APl usage of 7 respondents were dissatisfied with the API, 8 respondents
were satisfied with the API and 17 respondents were very satisfied with the API. The average percentage of testing
effectiveness, efficiency, and satisfaction are that 22% of respondents have less response and 78% of respondents are
satisfied with the RESTful API that has.

The significance of Response Time (RT) lies in its ability to quantify the speed at which the system reacts to user
requests or input, as highlighted by Ahmad and Hasan in their 2021 study. Rapid real-time security measures can
enhance security by minimizing the chances for attackers to exploit vulnerabilities through time-lapse attacks or denial-
of-service attempts [39]. Within the realm of fast Usability RT, it enhances the user experience by guaranteeing that the
system's interaction seems seamless and prompt. This is crucial for assuring user pleasure and productivity. The results
obtained in this research have several advantages compared to previous studies, where previous studies only focused
on developing easy access to RESTful APIs and did not highlight specific security issues in authentication [37], [40].
The RT testing capability is also better than other models proposed in previous research, namely with results below
0.0611 seconds [41]. However, this research has limitations, and there is still a need for improvement in terms of
capabilities in integration between devices, such as testing on Internet of Things (10T) integration [41].

Conclusion

Based on the research results, it can be concluded that Api Web Service with a RESTful API architecture with
increased security of basic authentication hash algorithms has succeeded in achieving its aims and objectives where it
can be used to integrate various information systems with valid data results. Response time testing results with
additional improvements with an average responsiveness of less than 0.0611 seconds. The test results using the
Acceptance Test method obtained a result percentage of 78%, which was included in the good functioning category.
The limitation of this research is that it has not tested the increase in RESTful API integration with other devices such
as [oT. Future research will focus on improving the development of cryptographic algorithms by testing between IoT
devices to integrate information systems with loT devices.
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