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Introduction 

Hard Disk Drive (HDD) has begun to be abandoned because it is slow and noisy when used at high speeds. On the 

other hand, Solid State Drive (SSD) is starting to become popular because SSDs are more efficient in terms of size 

and speed [1], [2]. In 2022, the market share of the states that hard disk drive storage dominates up to 60%, while 

NAND Flash, as one of the SSD chips, is only 25%. Although the popularity of SSDs is increasing yearly [3]. NAND 

Flash technology is used in SSDs so that their capacity can be increased using Multi-Level Cell (MLC), Triple-Layer 

Cell (TLC), and Quad-Level Cell(QLC), and the production costs can be cheaper compared to HDD [4]. This NAND 

Flash has an average speed ten times faster than an HDD. Many companies choose SSD as their social media data 

center and entertainment to improve performance and reduce latency [5].  

System transfer SSD uses a Flash Transfer Layer (FTL), allowing any NAND Flash layer to work simultaneously 

[6]. So, the faster the type of SSD is used, the higher the heat generated. Generally, SSDs run around 50-55 ºC and 

can run normally at 0-70 ºC. If the temperature is more than 70 ºC than recommended, the SSD speed may be slower 

than the Hard disk drive [7]. SSD needs a heatsink to spread the temperature so the performance is more stable [8], 

which on benchmarking is more stable [9]. SSD sales experience an increase every year along with a decrease in sales 

HDD, as shown in Figure 1.  

The disappearance of evidence digital by deleting, formatting or using anti digital forensics can cause difficulties 

investigator in recovering and analyzing digital evidence [10]. Digital evidence is the key to digital crime when 

mishandled and can cause major problems [11]. Digital evidence must be identified, obtained evidence, analyzed and 

submitted digital evidence through the process digital forensics [12], [13]. Once digital evidence is obtained, the 

original evidence must be copied as soon as possible. Copy of evidence is the result original copy and legal to use 

original copy to maintain authenticity file original [14]. Investigator must keep evidence digital relevant to the 

investigation, for legal prosecution [15]. In the case of the UII Mapala basic education committee, Karanganyar police 
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Abstract 
File carving is a method for recovering files using software such as Foremost and Autopsy. The recovery is conducted for deleted 

files or formatted devices. Popularity Solid State Drive (SSD) has outperformed Hard Disk Drive (HDD) because SSD is faster, 

more efficient, and shock resistant. However, recovering SSD devices have a lower probability success rate than HDD because 

the security system often hampers files recovered on SSD. Based on previous research, the success rate of Security Digital High 

Capacity (SDHC) only achieved 50% more than SSD, whereas SSD can only return 85.7% of its success. Forensics Digital is a 

part of Forensics Knowledge for deliver valid digital evidence for law investigation. This research aims to increase the success 

rate of recovery files using two different software: Foremost and Autopsy. The research uses a 512GB Eaget brand SSD with a 

New Technology File System (NTFS). The file carving is also conducted using the Association of Chief Police Officers (ACPO) 

method. APCO has several stages: Planning, Capture, Analysis, and Presentation. The experiment results show that Autopsy 

software with deep recover mode returned 81 out of 88 files (92%), whereas Foremost software run on Debian to make sure no 

virus on device that could damage computer especially windows system. First attempt recovery can only return 46 out of 88 files 

(52%). The findings show that the Autopsy software has a higher successful return rate and can be used for evidence in law 

enforcement and digital forensics investigations. 
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criminal investigation unit Head AKP Rohmat Ashari stated that he had confiscated three cameras, one computer and 

one laptop. Files in the device were not found, it is suspected that it was deliberately removed to remove evidence 

before it was confiscated. If recovery is successfully returned by forensics laboratory. It has the potential to give rise 

to new cases, namely cases of acts of disappearance of evidence [16]. 

 

Figure 1. Global SSD sales soar from 2015 to 2021 

The Foremost software can restore file extensions such as jpg, gif, WMV, MOV, wav, ole, zip, and pdf. The 

returned amount file is displayed in the file.txt [17]. Foremost software uses files on the Security Digital High Capacity 

(SDHD) to manage and restore 77% of files, with the Percentage value hashing valid only 50% [18]. Although 

Foremost recover files is fast, but the percentage of RAR extension recover is just 39 files from 70 files with 3 correct 

RAR [19]. 

Later, Autopsy Software demonstrated the ability to recover key forensic artifacts from the Nintendo Switch, with 

many persisting after factory resets, and automated the process using 10 Autopsy ingest modules. Unique tools and 

guidelines for forensic analysis provide new capabilities for analysts and could apply to other portable Nintendo 

consoles [20]. Hashing software used to prove the authenticity value, MD5, is used on the Windows operating system. 

MD5 files that are corrupt or have changed have different hash values from the original. The file stated that it is not 

valid and cannot used as proof or value of a successful returns file [21]. 

This research shows all process of foremost and autopsy step to recovery files from External SSD mSATA version. 

Previous research of SDHC using foremost software just show result without any process [18]. The Nintendo Switch 

article is not show percentage of successfully recovered files and just have raw data which could not serve to public 

to understand [20]. This article could be used for the reader to recover files of his own. Every step of the research has 

been written in this article to make sure that every step of the recover files. The Linux user could use Foremost step 

and windows users use Autopsy step. 

The alteration of original data violates the first ACPO guideline, posing challenges for law enforcement in 

preserving evidence integrity. Disappearing messages exacerbate this issue, with platforms like WhatsApp retaining 

some data, while Snapchat and Telegram are increasingly destructive, complicating forensic investigations [22], [23]. 

Researchers and investigators can analyze further using the ACPO method in the case of digital forensics, like data 

extraction and the Internet of Things (IoT) [24], [25]. The Researchers and investigators can compare the  ACPO 

method with the DFRWS framework [26]. Foremost software on the Ubuntu operating system is used to extract image 

files [27]. Autopsy software is used in Linux and Windows operating systems, and Foremost software can restore files 

that have been deleted, formatted, or even exposed to ransomware. Autopsy software is more potent than Foremost 

software [28], [29]. 

This article is organized as follows: Part 1 is the Introduction, highlighting differences from previous studies. 

Section 2, Research Methods, details the ACPO Framework to achieve the desired research outcomes. Section 3, 

Results and Analysis, presents the research findings obtained through the ACPO framework on SSD, using the 

Foremost and Autopsy software. The measure of success file carving result using MD5 software. Finally, Section 4, 

Conclusion, summarizes the research results and offers recommendations for future studies.  
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Method  

ACPO’s Good Practice Guide for Digital Evidence guidance book has seven stages for assisting and investigating 

crimes and security incidents in cyber security. ACPO guidance book has levels of Application of Guide, The 

Principles of Digital Evidence, Plan, Capture, Analyze, Present, and General [30]. The ACPO method is summarized 

into four stages consisting of Plan, Capture, Analysis, and Present [31]. 

A. Research stages 

The ACPO method is used Interrelated to every stage that is shown on Figure 2. The planning stage processes 

preparing plans for research, obtaining maximum results, and increasing success. This stage prepares research tools 

and materials, such as hardware and software [32]. The capture stage aims to obtain evidence related to the 

investigation case. The capture stage found evidence in recordings, storage devices, interrogations, and others to obtain 

proof of crimes [33]. The analysis stage analyzes the results captured to ensure digital evidence is found. The 

investigator uses original evidence to determine which pieces are relevant to the investigated case [34]. The present 

stage ensures the analyzed submission or announcement of crime evidence, and the evidence reported must be 

accountable for its validity in forensics and law [35]. 

 

Figure 2. ACPO method stages 

The ACPO method has interrelated stages. And bring it closer to investors to a theory or conclusion. The 

investigator decides on the investigated case based on the theory or findings obtained. 

B. Research Scenario 

This research takes evidence from an actual incident on the internet as a scenario simulation. The scenario research 

is made up for research purposes. The News from Detiknews show Photos and videos of perpetrators from Kelompok 

Kriminal Bersenjata (KKB) Papua recorded the shooting of Tentara Nasional Indonesia (TNI) members using a 

smartphone [36]. Kompas.com news reported that the Susi Air pilot was taken hostage by KKB and Demanding the 

declaration of independence for Papua, as shown in Photos and videos [37]. Photos and videos are stored on an external 

SSD in the research scenario. When the TNI conducted a raid on an area suspected of being a base for Organisasi 

Papua Merdeka (OPM) operations, an Eaget mSATA-type external SSD with a capacity of 512GB and file system 

NTFS was found. The file on the SSD was removed and formatted with the status trim disabled by default. So, 

investigators allow data to be recovered directly from a device without additional devices like SDHD. 

The SSD is examined using a computer, but the file inside is empty. This incident raised suspicions that the 

contents of the SSD had been deleted intentionally to destroy evidence. TNI cooperated with Investigator Forensics 

Digital to perform further research and data recovery. Investigator forensics managed to find and recover some files 

that contained substantial evidence of SSD. Investigators report the investigation results to the TNI for further legal 

action. This research is expected to produce new knowledge. Mainly about the effectiveness of the forensics technique 

in deleted data recovery. To strengthen law enforcement efforts in handling armed crime cases. The findings can be 

used to develop standard protocols in future digital forensics investigations. Figure 3 describes the stages of the 

research scenario, starting from the simulation file carving, case simulation, planning, taking evidence, analyzing 

evidence, and reporting. 

 

Figure 3. Research design 

  Plan  Capture  Analyze  Present 
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C. Research tools and materials 

The research material for recovering process file is an Eaget 512GB SSD. The tools for the research are Foremost 

software and Autopsy software. This research uses Foremost software because Foremost is commonly used on digital 

forensic articles and it is free. The reason Autopsy software chosen is reliable of maximum result to recover files. 

MD5 software is used to confirm the correctness of files because it is easy to use. Information details on hardware and 

software are described in Table 1. 

Table  1. Research tools and materials 

No Tools and materials Version Function 

1 Laptop Legion Y520 Windows 10 64bit and 

Ubuntu 22.0.4, 16GB RAM 

A computer for extraction 

and analysis device 

2 USB Connector USB to Type C used to connect a SSD device 

to a computer 

3 external SSD Eaget mSATA, 512GB, type C port Experiment object 

4 Foremost 1.5.7, run on Ubuntu Forensics Open-source tool 

5 Autopsy 4.21.0, Run on Windows Forensics Open-source tool 

6 MD5 1.20, Run on Windows Validation digital Evidence 

Results and Discussion  

This stage uses the Association of Chief Police Officers (ACPO) digital forensics method on an external SSD. 

ACPO stages have their respective functions. Each function is interconnected and sequential. 

A. Planning 

The early stage is the preparation of hardware and software to conduct research. The scenario to be carried out 

involves the documentation of evidence in the form of an external SSD and a Type C data cable. In Figure 4, the 

object can be accessed via a computer as a blue 512GB Eaget external SSD brand. Objects were found at the crime 

scene based on simulations carried out in the research. 

 

Figure 4. Securing physical evidence 

The SSD is connected to a computer to view the contents of the SSD using the Ubuntu operating system. The 

Ubuntu operating system is used so that if there is a virus on the SSD, it is hoped that it is not spread to the computer. 

Figure 5 shows that the external SSD obtained did not display any files when checked. SSD checked through 

properties shows storage on an empty SSD, and the image shows the storage folder system volume information. There 

are three files with a total capacity of 88 Bytes. 
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Figure 5. Checking the contents of the external SSD  

Table 2. Hardware and Software Functions 

No Hardware Software Function 

1 Laptop As a tool to run applications and connect SSD devices 

2 USB type C As a connector for type C SSD to type A computer 

3 external SSD Research recovery data that has been deleted and formatted 

4 Foremost 1.5.7 Recovery software on the Ubuntu operating system 

5 Autopsy 4.21.0 Recovery software on the Windows operating system 

6 MD5 v1.20 Displays hash value on a file to measure the authenticity value of the file 

7 MS Excel Calculate the resulting hash value into a percentage 

8 MS Word Create results reporting 

B. Capture 

The capture process involves making a return file, which the perpetrator deliberately removed. Criminals' goal is 

to eliminate digital evidence. Investigators made a return file two times on software and different operating systems. 

The investigator aims to get maximum comparative results to find software which works more optimally for returning 

case file from an SSD. 

1. Foremost 

Foremost runs on the Linux operating system. This research was conducted using the Ubuntu 22.0.4 operating 

system run on the terminal. The terminal is open for input passwords and aimed at accessing commands. Figure 6 

shows the “lsblk” command used to display all partition codes on the computer. The destination partition code is 

identified using “sdb” for the SSD code and “sdb1” for the partition code used for the recovery destination. 

 

Figure 6. Search for partition code on an external SSD 
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Figure 7 shows the command “sudo parted /dev/sdb1 print”. The “parted” command is used to designate a 

partition. The command “/dev/sdb1” shows the location of the targeted partition. The “print” command displays the 

contents of the targeted partition. The aim is to ensure that the partition is correctly marked with a capacity of 512GB. 

This information shows the capacity of the Eaget SSD, which is used as a research object. 

 

Figure 7. Show partition details 

Figure 8 shows the command “sudo Foremost -t jpeg,png,gif,docx,xlsx,pptx,avi,mov,mp4,pdf,rar,zip -o 

foremosteaget -I /dev/sdb1”. The command description “sudo foremost” is used to run software foremost. Command 

code “-t jpeg,png,gif,docx,xlsx,pptx,avi,mov,mp4,pdf,rar,zip” show type file what will be recovered. The “-o 

foremosteaget” line directs storage file which has been successfully returned. Because there is no information for 

others folder, then folder “foremosteaget” created on desktop. The command "-I /dev/sdb1" shows information on the 

location of the partition to be recovered. 

 

Figure 8. Recovery command of SSD 

Figure 9 shows the results recovery from Foremost software which has been separated into each folder based on 

the extension. The image explains the jpeg, png, gif folders (for Image format), docx, xlsx, pptx, pdf (for document 

format), avi, mov, mp4 (for video format), and rar, and zip (for archive format). This makes it easier to sort digital 

evidence for analysis and reporting recovery in the form of “audit.txt.” 

 

Figure 9. Leading recovery results 

2. Autopsy 

Autopsy software version 4.2.1 runs on the Windows 10 64bit operating system. Figure 10 shows the initial display 

of Autopsy software. Investigators choose "new case" to start a new case that has never been carried out. Select “open 

recent case” to open a case that has previously been run on the computer running the Autopsy software. Select “open 

case” to load a case saved by another computer to run on the computer that is running the Autopsy software. 

 

Figure 10. Initial view of Autopsy software 
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Investigators choose “new case” To start the operation Autopsy software, fill in “case name” with the name of the 

case. Investigator can use the names of projects and objects To make naming easier, this research use “Recovery SSD 

Eaget” name to create the project title, and “base directory” to determine the project location as in Figure 11. 

 

Figure 11. Creation of a new project 

Later, select "local disk" by clicking "select disk" and looking for the partition to be restored. Figure 12 shows a 

capacity of 476.9GB, indicating a capacity close to the listed capacity of the 512GB external SSD. Investigators must 

also know which disk shows the external SSD by showing the name of the SSD, namely "WSBKomputer". The SSD 

has partition “H” as an object recovery which is shown in Figure 12. 

 

Figure 12. Selection of recovered partitions 

Figure 13 shows the type of selection recovery required to restore the required data. Investigators can tick marks 

for the recovery process and what we do not need, we can uncheck it to return it file the process requires recovery 

does not take a long time. The more Investigator tick the list, the more information is extracted from the SSD and the 

more storage space and time needed. 

 

Figure 13. Selection of recovery type 

Figure 14 shows the process recovery data on Autopsy software. The duration of recovery process determined by 

storage capacity, size and quantity file which was deleted. Storage and types of recovery which is used on Autopsy 

software which can take days to recover. Investigators must confirm the storage destination file results recovery 

sufficient to avoid obstruction. 
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Figure 14. Recovery process at Autopsy 

Figure 15 shows Autopsy software completed the recovery. Autopsy displays the amount files that successfully 

recovered. Each file type registers the extension file. Investigators need to process placement files to manage files that 

have been successfully restored. Select file for managing and moving on folders that have been given. The results of 

recovery from the software that are not necessarily can be deleted.  

 

Figure 15. Autopsy recovery results 

C. Analysis 

SSD external analyze recovered files use WinMd5 software to get the hash value. Figure 16 shows the value 

retrieval process hash from the file. If hash value on file matches with hash value on the original file, it means 

successful. After the recovery process is finished there is a file which can be opened but the hash value is different. 

Files cannot be accounted, even if they are played or displayed at first glance. This is due to concerns that there has 

been a change in the file’s contents, whether done intentionally by the perpetrator. The other reason is the file 

experience corruption. Corrupt files can be caused by the system, either during recovery process or virus. 

 

Figure 16. Process of retrieving hash values in files 

The obtained Mark hash is entered into Microsoft Excel, displayed in Figure 17. The investigator confirms the 

hash value on file, which is restored equal to the value file native, so assign a value of 1 for a file with the same hash 

value. The name on the file has generally changed because it shows the hash value, which does not change, indicating 

the content file is unchanged. A value of 0 is assigned to a file with different hash values. The cause is corruption, has 

been changed, or has not been found by Foremost software or Autopsy. 

  

Figure 17. hash value matching process 

D. Present 

The hash mark was entered into Microsoft Excel and given a value. Making successful percentages using the sum 

formula file has been successfully restored and the hash value is the same as the file original divided by the amount 

of file original that should exist, multiplied by 100% with Equation 1. 

Original File Name Original Hash Value Foremost File Carving Name Autopsy File Carving Name Foremost Hash Value Autopsy Hash Value Foremost Score Autopsy Score

avi 6fd661b82895bef2f2e55226e6b462f6 674-f0872200_avi 6fd661b82895bef2f2e55226e6b462f6 0 1

doc 52fc6fa2366665dfeca1ccf4d9599840 01453384.zip 675-f1186912_doc 52fc6fa2366665dfeca1ccf4d9599840 52fc6fa2366665dfeca1ccf4d9599840 1 1

gif a375cc5b49701bf7b7626cd2c648c6ec 01455240.zip 676-f1188768_GIF a375cc5b49701bf7b7626cd2c648c6ec a375cc5b49701bf7b7626cd2c648c6ec 1 1

jpeg 8ff452e0db3279027cf8bebeafb3f9cf 01474716.zip 677-f1206208_JPEG 4cc981b0cfd3b7eb2a6048278db886e5 8ff452e0db3279027cf8bebeafb3f9cf 0 1

mov e1fa20e0573110f94735557216084507 678-f1208968_mov e1fa20e0573110f94735557216084507 0 1

mp4 6e18e97ddb470a591deb26533ca1b88a 679-f1522888_mp4 6e18e97ddb470a591deb26533ca1b88a 0 1

pdf 38fb9ec357f60eaee22b2e6aeace96f8 01995720.zip 680-f1729248_pdf 38fb9ec357f60eaee22b2e6aeace96f8 38fb9ec357f60eaee22b2e6aeace96f8 1 1

png 24c754be415bfd612257893445754d8c 02006879.zip 681-f1731432_PNG e1cfbbeb282f16a0d98c7ed217012947 24c754be415bfd612257893445754d8c 0 1

ppt 380c56fcbc3ac41c1064db11f02e26b0 02010704.zip 682-f1744232_PPT 380c56fcbc3ac41c1064db11f02e26b0 380c56fcbc3ac41c1064db11f02e26b0 1 1

xls 52b8cff0f93e21f047b38b420b29150a 02011200.zip 683-f1744728_xls 52b8cff0f93e21f047b38b420b29150a 52b8cff0f93e21f047b38b420b29150a 1 1
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Where 

𝑃𝛼𝑟 = percentage of success software recovery 

𝑆𝛼𝑟0 = amount file successful 

𝑆𝛼𝑟𝑇 = amount number of files 

Table  3. Total file which was successfully recovered 

File Type Original File Foremost Autopsy 

zip 10 5 10 

rar 10 0 3 

docx 7 7 7 

pdf 7 6 7 

pptx 7 7 7 

xls 7 7 7 

gif 5 0 5 

jpg 7 7 7 

png 7 7 7 

avi 7 0 7 

mov 7 0 7 

mp4 7 0 7 

Amount 88 46 81 

Table 3 has 4 attributes, namely type file which is the file extension used by the perpetrator to store evidence 

sought by the police. The original File should be discovered by software in this research. The Foremost attribute 

represents the amount file that was successfully returned using Foremost software based on existing extensions. An 

autopsy represents the number of files which were successfully returned using Autopsy software. The data obtained 

can be converted into a percentage value for each success file using the P formulaαr as with the accumulated results on 

Foremost and Autopsy software. The results are shown in Table 4. 

Table  4. Table of percentage of foremost and autopsy success 

File Type Foremost Autopsy 

zip 50% 100% 

rar 0% 30% 

docx 100% 100% 

pdf 86% 100% 

pptx 100% 100% 

xlsx 100% 100% 

gif 0% 100% 

jpg 100% 100% 

png 100% 100% 

avi 0% 100% 

mov 0% 100% 

mp4 0% 100% 

Percentage 52% 92% 

Table 4 compares the capabilities of Foremost and Autopsy software in performing the recovery of files of various 

file types. File Zip on Foremost successfully recovers as much as 50%. Autopsy software was 100% successful. 

𝑃𝛼𝑟 =
𝑆𝛼𝑟0

𝑆𝛼𝑟𝑇
× 100% (1) 
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Foremost software failed to restore file rar. Autopsy successfully returned ten files that can be opened, but the hash 

value of 7 files is not the same as that of the file. The % of autopsy software users who use file rar is only 30%. Both 

succeeded in recovering files docx, pptx, xlsx, jpg, and png with a success rate of 100%. It was the foremost success 

in recovering 86% of the file pdf, while the Autopsy was 100% successful. Foremost failed in doing so, recovery file 

gif, avi, mov, and mp4, while Autopsy managed to make a recovery, all with a 100% success rate. Overall, Foremost 

software has a success rate recovery of 52%, and Autopsy software is 92%, indicating that Autopsy has better 

performance capabilities for recovering various types of files compared to Foremost. Foremost take around 27 minutes 

start at 30 April 2024 20:01:41 finish at 20:28:05 on the same day. Autopsy take around 1 hour 10 minutes starting 

on 1 May 2024 00:02:47 finish 01:12:38 on the same day. Although foremost faster but Autopsy has more successfully 

recovered file rate. 

From the results of the RAR file analysis in Autopsy, it was successfully returned and can be opened, but it does 

not have the same hash value. Three RAR files have a capacity of more than 100MB, but the reason why the hash 

value has changed for four files has not been found. The zip extension file successfully returned ten files without any 

problems. The docx, xlsx, and pptx extension files restored seven files each without any issues. Autopsy also 

succeeded in returning video files with avi, mov, and mp4 extensions, which had copies of what should have been 

only seven files, totaling 14 files. Each file has the same hash value and a different name. Files with the pdf extension 

also produce recovery copies totaling 14 from the seven original files. Image files have different patterns for each 

extension. GIF has ten copies, which should only be 5. Jpg has 30 files, 14 consisting of 7 original copy files and 16 

files copied eight times from 2 files that should not exist. After tracing the two files, the image extracts came from 

docx, pdf, and pptx extension files. 

Autopsy has deep recovery show on Figure 13 that every module has its own purpose, the more module we select, 

the more data we recover. The author recovered the used SSD used Autopsy brought files that were not supposed to 

recover. The first recovery uses Foremost successfully recover 100 files of 88 files but 43 of them are duplicate from 

original file or the hash value do not match. The second recovery using Autopsy, the result is 29.281 Files recovered 

show on Figure 18, the third recovery use Autopsy to make sure data is clean after wiping data and the result is 0 file 

found, and the fourth recovery use Autopsy has the result of the research with 162 files recovered show on Figure 19 

which use on this article. 

  

Figure 18. Autopsy result before wiping data Figure 19. Autopsy results after wiping data re-recover  

Foremost do not have select module like Autopsy, the reason researchers used foremost is make sure the SSD does 

not have virus that could damage the computer. Foremost run on Debian operating systems that virus with “.exe and 

.bat” could not run automatically and spread on ubuntu. When the researchers make sure SSD is empty it starts to run 

recovery on foremost software. When we see the pattern gif, mov and mp4 extension are not recovered because it is 

moving picture or video. The RAR extension if failed to recover because Foremost has low capability on recovering 

RAR files. 



E-ISSN 2548-7779                                   ILKOM Jurnal Ilmiah Vol. 16, No. 3, December 2024, pp.283-295 293
  

 

 

Dahlan, et. all. (File carving Analyze of Foremost and Autopsy on external SSD mSATA using the Association of Chief 

Police Officer Method) 

 

Conclusion  

According to research in the context of digital forensics, deletion or formatting of data on media storage can 

complicate the recovery and analysis process of digital evidence. Therefore, digital process forensics must be carried 

out carefully following standardized methods. The ACPO uses research for Foremost and Autopsy software to conduct 

recovery data from a formatted SSD. Detail step of recovery file could assist the researcher and computer technician 

for helping Law enforcement agencies. The results showed that Autopsy had a higher success rate (92%) because it 

has deep recovery tools than Foremost (52%) which use base recovery for successful files with the same hash value. 

In conclusion, an Autopsy is more effective in recovering deleted or formatted files, providing strong evidence for 

law enforcement. Hopefully the next research could be more successfully recovering files from SSD variation or other 

types of NAND flash like smartphone, flash drive etc. Investigating methods to enhance recovery success rates for 

various storage devices with different file systems could help create more robust forensic tools. Additionally, 

exploring the use of AI and machine learning in the recovery process may provide more automated and accurate ways 

to detect and retrieve deleted or corrupted files, further improving digital forensic capabilities. 
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