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Abstract

This study examines the performance of a Support Vector Machine (SVM) model with a Radial Basis Function (RBF) kernel
for phishing email detection using Euclidean and Manhattan distance measures. The dataset consists of 3,600 email samples,
including 2,400 legitimate emails and 1,200 phishing instances. The features are designed to capture both linguistic and structural
characteristics of emails, including word count, vocabulary diversity, stop word usage, number of links and domains, presence
of email addresses, spelling errors, and urgency-related terms. The experiments were conducted using two train-test split ratios,
80:20 and 70:30, combined with hyperparameter tuning of C and gamma across 15 iterations. The findings indicate that the
Manbhattan distance consistently outperforms the Euclidean distance, particularly in terms of recall and F1-score, which are
critical for detecting the minority class. The model achieved a best accuracy of 78.33%, accompanied by noticeable
improvements in recall and F1-score. These results suggest that the choice of distance function within the RBF kernel plays a
crucial role in enhancing model sensitivity and generalization when dealing with imbalanced data. Furthermore, the iterative
hyperparameter tuning process contributes significantly to improving both performance and model stability. Overall, the SVM-
RBF approach with Manhattan distance provides an effective and reliable framework for phishing email detection in machine
learning applications.
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Introduction

Phishing emails represent a serious threat in the digital era, often executed through social engineering techniques
in which attackers impersonate trusted entities. These emails are designed to appear legitimate in order to obtain
sensitive information such as account credentials, credit card details, or to install malware on the victim’s device [1].
The techniques used have become increasingly sophisticated, incorporating psychological elements such as
impersonating coworkers or internal members of an organization. Research shows that 72% of participants were
deceived by phishing emails that appeared to come from their internal IT department [2]. In critical sectors like
healthcare, the response rate to phishing emails remains high despite regular training. This indicates that conventional
mitigation strategies are no longer sufficient, especially in the face of increasingly complex and adaptive phishing
attacks [3].

Although user training and spam filters have been widely implemented, phishing attacks remain highly successful
due to the attackers’ ability to mimic official communication styles [4]. This situation has worsened with the
emergence of artificial intelligence, which can now generate highly realistic and contextual phishing emails [5]. As a
result, recent studies have increasingly focused on machine learning approaches for automatically detecting phishing
emails by analyzing textual features, metadata, and suspicious links [6], [7]. The applied approaches demonstrate
improved performance in enhancing the accuracy of distinguishing between legitimate and phishing emails,
particularly in situations where traditional methods struggle to address the increasing complexity of phishing
techniques.

Support Vector Machine (SVM) is widely employed in classification tasks due to its capability to handle high-
dimensional data and its robustness against overfitting through the principle of structural risk minimization [8]. As a
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result, SVM has been applied in various fields, including network intrusion detection [9], disease classification [10],
[11], and demand-supply prediction in smart grids [12]. The effectiveness of SVM largely depends on the appropriate
selection of kernels and parameters, as their combination determines the model's ability to map nonlinear data into
higher-dimensional space [13]. This directly affects the classification accuracy and the model's generalization to new
data. Without proper parameter tuning, the model may suffer from overfitting or underfitting, ultimately reducing its
ability to accurately classify unseen data.

The Radial Basis Function (RBF) kernel has the ability to project data into a high-dimensional space, making it
effective for distinguishing non-linear classes. The conventional RBF kernel based on Euclidean distance assumes
that all features contribute uniformly to the distance computation. In the context of phishing email detection, the data
is inherently heterogeneous, comprising diverse linguistic and structural features such as textual patterns, URLs, and
metadata, which often exhibit different scales and distributions. As a consequence, Euclidean distance may not
adequately represent the differences between samples under such conditions [14], [15]. This limitation can reduce the
model’s ability to capture subtle distinctions between legitimate and phishing emails. Therefore, alternative distance
measures that are more robust to feature variability, such as Manhattan distance, are considered more appropriate for
representing differences in heterogeneous data environments.

The effectiveness of SVM is highly influenced by the proper selection of kernel functions and parameters. The
RBF kernel is often chosen due to its ability to project data into high-dimensional space, which is useful for
distinguishing non-linear classes. The RBF kernel based on Euclidean distance may not optimally [16] represent data
with heterogeneous feature distributions. The assumption of uniform feature contributions is often inadequate, limiting
its ability to accurately capture differences between samples. In contrast, Manhattan distance provides a more effective
representation by accounting for absolute differences across features [17], making it more robust in handling non-
uniform data variability.

Therefore, developing an RBF kernel based on Manhattan distance is worth further investigation. Several studies
have shown that replacing Euclidean distance with Manhattan distance can yield more stable classification
performance, especially in non-Gaussian data distributions with heterogeneous feature spreads [18], [19]. The
complex structure of phishing email data requires adaptive approaches in distance computation and feature selection
to improve model accuracy [20], [21]. This study proposes the integration of Manhattan distance into the RBF kernel
within the SVM framework to enhance the representation of heterogeneous data. The proposed approach is designed
to improve the model’s capability in identifying complex patterns in phishing emails that closely resemble legitimate
communication. The findings of this study contribute to the development of a more accurate and stable classification
method for phishing email detection.

Method

The stages carried out in this study using the SVM algorithm with an RBF kernel are illustrated in Figure 1.
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Figure 1. Framework of SVM Algorithm with RBF Kernel
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As shown in Figure 1, the process begins with dataset selection, followed by pre-processing and splitting the data
into training and testing sets. The SVM model with an RBF kernel [22] is then selected and configured by tuning its
hyperparameters. The model is trained using the prepared training data, and finally, its performance is evaluated using
classification metrics to assess its effectiveness and accuracy.

A. Support Vector Machine (SVM)

SVM works by finding the optimal hyperplane that separates the data into two distinct classes [23]. The main
objective is to maximize the margin, which is the distance between the hyperplane and the nearest data points from
each class, known as support vectors [24], [25]. In an n-dimensional space, the hyperplane is defined as:

f)=wlx+b=0 1)

The vector x represents the input features of the data being classified, while w is the weight vector that determines
the direction and orientation of the separating hyperplane [26], [27]. The term b is the bias or intercept, which sets the
position of the hyperplane relative to the origin. Together, w and b form the decision function, denoted as f{x), which
decides on which side of the hyperplane a data point lies. If f(x) is positive, the data point is classified into one class; if
negative, it is classified into the other. Prediction class:

+1, if wix+b =0

dier =
predict(x) =1_’ ifwix+b<0

O]

The goal of SVM is to maximize the margin between classes, which is equivalent to minimizing % [lw||?, subject to
the constraint [28]:

y; € WTx; +b) =1, foralli
y; € {—1, +1}: represents the class labels.

When the data is not perfectly linearly separable, a soft margin approach is used by introducing [29] a penalty
through slack variables &. The optimization problem becomes:

1
min[wll* + C X, &, @3)

subject to:
yi(WTxi +b) = _éi' éi 20 4

Here, yi is the class label for the i-th data point, X; is the input feature vector, w is the weight vector that defines the
hyperplane direction, and 4 is the bias that positions the hyperplane. The variable &, known as the slack variable, allows
for small violations of the margin constraint. The larger the value of &, the greater the violation. However, the constraint
& > 0 ensures that such violations are controlled to maintain good generalization performance.

In the case of using a kernel (non-linear SVM), the dual problem is formulated as:
1
mfxz?ﬂ a; — 52?:1 Z?:l aianinK(xi,xj) 5)
subject to:
0< a; < C, Z?:l a;y; = 0 (6)

Equation (5) represents the objective function in the dual form of the SVM algorithm, aiming to find the optimal
values for the Lagrange multipliers a;. These «; values help determine the support vectors that define the optimal

separating hyperplane. The first term X7, a; reflects the total contribution from the training data. The second term

1

3 1 27:1 a;a;y;y;iK (xi, x}-) serves as a penalty term, accounting for the relationships between data points based on

their class labels and the kernel function K (xl-,xj). The kernel function enables the mapping of data into a higher-
dimensional space, making it linearly separable. The goal of this optimization is to maximize the margin between the
two classes and minimize classification errors, resulting in a model with strong generalization capabilities.
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The kernel function must satisfy the conditions stated by Mercer's theorem [30], [31]. Several commonly used
kernel functions include:

1. Linear Kernel:

K(xi,xj) = (Xi . Xj) (7)
2. Polynomial Kernel:

K(xi,xj) = (xi.x]- + 1)p (8)

3. Gaussian Kernel:

2
K(xi,xj) = ew 9
4. RBF Kernel:
K(xp %)) = e Gix)” (10)
5. Sigmoid Kernel:
K(xi,xj) = tanh(nxi.xj + v) (11

To simplify the Radial Basis Function (RBF) kernel:
K(xl-,xj) = exp (—y”xi - xj||2) (12)
The squared Euclidean distance ||x; — x;||* can be expanded as:
i =11 = (i = x)" (3 = x7) (13)
Scalar expansion results in:
[|c: = Xj”2 = x]x; = 2x] x; + x[ x; (14)
Substituting into the RBF formula gives:
K(x;x;) = exp (—y(xiTxi —2x]x; + ijx]-)) (15)
To replace the Euclidean distance with Manhattan distance ||x; — ;]| , the formula becomes:
i = x|, = el — 2] (16)

There are two feature vectors, Xi and Xj, each representing data points in a d-dimensional space [32], [33]. The vector
Xi consists of components [Xi1, X2, .. , Xin], While Xj consists of components [X;1, Xj2, .. , Xjn]. Each element in the vector
represents a feature value in a specific dimension, where n denotes the total number of dimensions or features used in
the data representation. This vector representation forms the basis for measuring distances between data points, such as
in the calculation of Manhattan [34], [35] or Euclidean distances in machine learning algorithms.

Suppose there are two 3-dimensional vectors:
x; =[x, %52, X33], X = [le,sz,xj3] a7
Then the Manhattan distance is calculated as:
e = x5l = |xin = 0| + |2 = 20| + |33 = 55 (18)
For a general case in d dimensions:
||xi — x]-u”1 = |xl-1 — x]-1| + |xi2 — x]-2|+ . +|xid — x]-d| (19

The RBF kernel can be modified using Manhattan distance as follows:
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K (i, %7) = exp (=l = 1) (20)
Explicitly:
K(Xi,xj) = exp(—y Z’l@:ﬂxik - xjkD (21)

This modified Radial Basis Function (RBF) kernel uses the Manhattan distance, where ||xi - xj”1 represents the

sum of the absolute differences between the corresponding components of the two vectors. This modification offers a
more flexible kernel for handling data with varying characteristics.

B. Dataset

In developing an accurate phishing email detection system, the availability and use of a representative dataset play
a crucial role. The dataset serves as the primary source for understanding the characteristics and patterns of both
legitimate and malicious emails. Through dataset evaluation, various features that distinguish phishing emails from
non-phishing ones can be identified and utilized. During the training of a classification model, selecting a dataset with
sufficient quantity and clearly labeled data is a critical first step.

nun_words num_unique_words num_stopwords num_links num_unique domains num_email addresses num_spelling_errors num_urgent_keywords label

140 94 52 0 0 0 0 0 0
5 5 1 0 0 0 0 0 0
34 32 15 0 0 0 0 0 0
6 B 2 0 0 0 0 0 0

9 9 2 0 0 0 0 0 0

Figure 2. Phising Email Dataset

As shown in Figure 2, the phishing email dataset used in this study consists of 3,600 samples. Of the total, 2,400
samples are labeled as 0, indicating non-phishing emails, while 1,200 samples are labeled as 1, indicating phishing
emails. This distribution reveals a significant class imbalance, with the number of legitimate emails being much higher
than phishing emails. Therefore, it is essential that any evaluation or development of the detection model takes this
imbalance into account to ensure the model remains accurate in identifying the relatively fewer phishing instances.

C. Preprocessing

Data preprocessing was conducted to ensure data quality and feature consistency prior to model training. The
process includes data cleaning, handling missing values, and feature normalization. Records containing null values were
removed to prevent bias and inconsistencies during the learning process. Numerical data were transformed through
normalization to ensure that all features are on a comparable scale. This step is essential, as the SVM model with an
RBF kernel is sensitive to variations in feature scales. Therefore, each attribute was adjusted to contribute proportionally
during the classification process.

No data balancing technique, such as Synthetic Minority Oversampling Technique (SMOTE), was applied. This
decision was made to preserve the original data distribution, allowing the model to be evaluated under realistic class
imbalance conditions commonly found in phishing email detection. Through this preprocessing stage, the dataset
becomes cleaner, more structured, and suitable for subsequent model training and evaluation.

D. Hyperparameter Configuration

The performance of the SVM model is strongly influenced by the selection of hyperparameters, particularly the C
and gamma parameters [36]. These parameters play a crucial role in defining the decision boundary and the
generalization capability of the model. The parameter C controls the trade-off between maximizing the margin and
minimizing classification errors [37]. A large value of C tends to produce a model with high accuracy on training data
but increases the risk of overfitting. In contrast, a smaller C value allows for a wider margin, improving generalization
while potentially increasing classification errors.
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The gamma parameter determines the influence of individual training samples within the RBF kernel [38]. A high
gamma value leads to more complex and localized decision boundaries, whereas a low gamma value results in smoother
and more generalized decision boundaries. Therefore, appropriate hyperparameter selection is essential to achieve
optimal model performance, particularly when dealing with heterogeneous data.

The tuning process was conducted iteratively by evaluating various combinations of C and gamma values to identify
the optimal parameter configuration. This approach enables the model to adapt to non-uniform data distributions,
thereby improving both accuracy and performance stability. The tuning procedure was carried out over 15 iterations,
with different parameter values applied in each iteration. The optimal configuration was selected based on the highest
evaluation performance achieved.

E. Experimental Setup

This study aims to evaluate the performance of the Support Vector Machine (SVM) model with a Radial Basis
Function (RBF) kernel using two distance metrics, namely Euclidean and Manhattan. The data preprocessing stage has
been described in the previous section. The evaluation was conducted using two data split scenarios, namely 80:20 and
70:30. Model performance was assessed using accuracy, precision, recall, and F1-score metrics. In addition, a confusion
matrix was employed to analyze classification errors, providing a comprehensive understanding of the model’s
capability in detecting phishing emails.

Results and Discussion

The performance of the Support Vector Machine (SVM) model with an RBF kernel was evaluated using both
Euclidean and Manhattan distance functions. The evaluation employed several metrics, including accuracy, precision,
recall, and F1-score. The main objective was to assess how effectively the choice of distance function could improve
the model's ability to detect phishing emails, particularly within an imbalanced dataset. The differences in metric values
between the Euclidean and Manhattan distances provide insight into how the choice of distance impacts the model’s
accuracy in identifying phishing data.

Table 1. Performance Metrics of SVM RBF with Different Data Splits

Split Data 80:20 Split Data 70:30
Euclidean Manhattan Euclidean Manhattan
Accuracy 0.7653 0.7833 0.7472 0.7583
class 0 1 0 1 0 1 0 1
Precision 0.75 0.83 0.78 0.81 0.75 0.75 0.77 0.71
recall 0.96 0.38 0.95 0.46 0.94 0.36 0.91 0.46
F1-score 0.85 0.52 0.85 0.59 0.83 0.49 0.83 0.56

In Table 1, the evaluation was conducted using two data splitting strategies: 80:20 and 70:30. Based on the 80:20
split, the model achieved an accuracy of 76.53% with Euclidean distance, which improved to 78.33% when using
Manhattan distance. For the 70:30 split, accuracy dropped slightly to 74.72% with Euclidean and 75.83% with
Manhattan. The evaluation metrics show that Manhattan distance provides more consistent results than Euclidean,
especially in terms of precision and recall for the phishing class (class 1). In the 80:20 split, the precision for class 1
reached 0.83 using Manhattan, compared to 0.80 with Euclidean. Recall also improved from 0.38 with Euclidean to
0.46 with Manhattan.

The F1-score for the phishing class increased with Manhattan distance in both data splits—from 0.52 to 0.59 (80:20),
and from 0.49 to 0.56 (70:30). These results indicate that using Manhattan distance in the RBF kernel provides a better
balance between precision and recall, which is especially important for detecting phishing emails, which are the
minority class. For all experiments, the SVM used a regularization parameter of C = 2.9774 and a kernel parameter y =
0.7444, both determined through hyperparameter tuning to achieve optimal performance.

Asrianda, et. al. (Phishing Email Detection Using SVM with RBF Kernel Based on Manhattan Distance)
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Comparison of Metrics for SVM RBF
(Euclidean vs Manhattan Distance)
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Figure 3. Evaluation Metrics of the SVM RBF Model

Figure 3 illustrates that the use of Manhattan distance consistently delivers superior performance compared to
Euclidean distance. This is particularly evident in the recall and F1-score metrics, which are directly related to the
model’s sensitivity in detecting the phishing class. In the 80:20 data split scenario, the use of Manhattan distance
increased the recall from 0.38 (Euclidean) to 0.46, and the F1-score from 0.52 to 0.59. A similar improvement was
observed in the 70:30 split scenario. Although the differences in accuracy and precision between the two distance
measures were relatively small, the Manhattan-based approach still achieved high overall accuracy. These results
suggest that using Manhattan distance in the RBF kernel can enhance the model’s generalization ability for minority
class data without significantly compromising overall performance. The findings highlight the importance of selecting
an appropriate distance function to optimize the performance of SVM models, particularly for phishing email detection
where class imbalance is a critical factor.

The results shown in Figure 3 demonstrate a consistent improvement in model performance when using Manhattan
distance compared to Euclidean distance. This improvement is not limited to a single scenario but appears consistently
across both tested data split ratios: 80:20 and 70:30. This phenomenon suggests that the model’s sensitivity to the
minority class is more strongly influenced by the choice of distance function than by the data split proportion. With
higher recall and F1-score values, the Manhattan-based approach proves to be more adaptive in handling imbalanced
data conditions. This has important implications, highlighting that selecting the appropriate distance function is a
strategic factor for improving model effectiveness in real-world applications.

Table 2. Performance Metrics of SVM-RBF Models

Split Data 80:20 Split Data 70:30
Iteration c gamma Accuracy c gamma Accuracy
Euclidean Manhattan Euclidean Manhattan
1 7.1922 | 0.0075 0.6750 0.6958 0.5856 | 0.6472 0.6972 0.7407
2 0.6341 | 0.3691 0.6861 0.7361 3.3226 | 0.8169 0.7537 0.7546
3 7.9057 | 0.3183 0.7472 0.7611 2.6065 | 0.5805 0.7417 0.7574
4 5.5255 | 0.8680 0.7583 0.7667 1.3985 | 0.6297 0.7259 0.7481
5 2.3705 | 0.3845 0.7306 0.7508 7.0974 | 0.3096 0.7509 0.7657
6 0.6774 | 0.8266 0.7125 0.7486 29774 | 0.7444 0.7472 0.7583
7 3.6923 | 0.9235 0.7528 0.7611 8.9520 | 0.1523 0.7426 0.7602
8 7.5335 | 0.4232 0.7556 0.7625 9.4134 | 0.3318 0.7537 0.7546
9 3.3884 | 0.0390 0.6889 0.7069 3.7803 | 0.3957 0.7463 0.7611
10 0.8703 | 0.6994 0.7167 0.7542 6.6046 | 0.9254 0.7565 0.7509
11 9.0032 | 0.5026 0.7569 0.7625 4,2953 | 0.3670 0.7454 0.7611
12 3.5370 | 0.7433 0.7514 0.7625 0.1600 | 0.4131 0.6889 0.6843
13 2.2237 | 0.5936 0.7417 0.7556 4.3606 | 0.9853 0.7556 0.7500
14 0.4410 | 0.0311 0.6750 0.6764 0.6061 | 0.6209 0.6981 0.7417
15 6.5639 | 0.5196 0.7542 0.7667 9.9152 | 0.6637 0.7583 0.7500

Table 2 presents the variations in the regularization parameter (C) and the kernel parameter (gamma), and their
significant impact on model accuracy using both Euclidean and Manhattan distance functions. The evaluation was
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carried out over 15 iterations using two different data split scenarios. Overall, the use of Manhattan distance showed
consistently stable and generally higher accuracy compared to Euclidean distance in most iterations. In the first scenario
(80:20 split), the highest accuracy achieved using Manhattan distance was 0.7667 in iterations 4 and 5, while the highest
accuracy for Euclidean distance was 0.7583 in iteration 4. A similar pattern was observed in the second scenario (70:30
split), where Manhattan distance reached an accuracy of 0.7657 in iteration 5, outperforming Euclidean distance, which
peaked at 0.7583 in iteration 15.

These results indicate that the optimal combination of C and gamma parameters is not fixed, but depends on the
characteristics of the dataset and the distance function used. The consistent performance of Manhattan distance across
various parameter settings suggests its adaptability to different data conditions. When dealing with class-imbalanced
classification tasks, selecting the appropriate parameters and distance function is crucial for optimizing SVM RBF
model performance. The sensitivity of these parameters to model accuracy, as shown in the variation across iterations,
highlights the importance of hyperparameter tuning. Although the values of C and gamma differed in each test, the
relatively stable performance of Manhattan distance indicates that it is a robust approach under changing parameter
configurations.

Accuracy Trends of SVM RBF Across Iterations with C and Gamma Values
0.80

c=F's6
52

0.75

i
ob
2
3

0.65

0.60

—e— Euclidean - 80:20
Manhattan - 80:20

—&— Euclidean - 70:30

—&— Manhattan - 70:30

1 2 3 4 5 6 7 8 9 10 1 12 13 14 15
Iteration

Figure 4. Evaluation Metrics of the SVM RBF Model

Figure 4 presents the accuracy trends of the SVM model with a Radial Basis Function (RBF) kernel across 15
different iterations, each using varied combinations of the C and gamma parameters. The visualization shows that
parameter selection has a significant impact on model performance, with noticeable fluctuations in accuracy across the
iterations. In both data split proportions (80:20 and 70:30), Manhattan distance consistently yielded slightly higher
accuracy compared to Euclidean distance. In iterations 11 and 15, the highest accuracy was achieved with parameter
configurations that balanced regularization strength and kernel sensitivity to data variation.

The difference in results between the 80:20 and 70:30 data splits remained relatively stable, with better accuracy
patterns observed in the 80:20 ratio. This suggests that having a larger training dataset contributes to the model’s ability
to form a more reliable decision margin. The success of Manhattan distance is linked to its sensitivity to absolute
differences between relevant features, which is particularly beneficial in phishing email detection tasks where feature
distributions are non-uniform. Overall, the graph emphasizes the importance of proper parameter optimization and
distance function selection in improving classification accuracy and model stability.

1. Error Analysis and Confusion Matrix

Error analysis was conducted using a confusion matrix to examine the model’s performance in classifying phishing
and non-phishing emails. The results indicate that the model based on Manhattan distance produces fewer
misclassifications in the phishing class compared to the Euclidean-based approach.

Asrianda, et. al. (Phishing Email Detection Using SVM with RBF Kernel Based on Manhattan Distance)
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Table 3. Confusion Matrix Comparison (70:30 Split)

Method | TN (0—0) | FP (0—1) | EN (1—-0) | TP (1—1)
Euclidean 676 44 229 131
Manhattan 654 66 195 165

Table 3 presents the performance of the SVM model using Euclidean and Manhattan distance metrics under the
70:30 data split scenario, with hyperparameters setto C = 2.9774and y = 0.7444. The results show that the Manhattan
distance produces fewer false negatives and a higher number of true positives compared to the Euclidean approach,
indicating an improved capability in detecting phishing emails. Although a slight increase in false positives is observed,
this condition remains acceptable, as failing to detect threats poses a greater risk. These findings suggest that
incorporating Manhattan distance into the RBF kernel enhances the model’s sensitivity toward the minority class
without compromising overall performance stability.

Euclidean Manhattan
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Figure 5. Confusion Matrix of SVM using (a) Euclidean and (b) Manhattan

Figure 5 illustrates the difference in prediction distribution between the two approaches. The model based on
Manhattan distance demonstrates an improved ability to capture patterns in the phishing class, as indicated by the
increase in correctly classified instances. This suggests that the model becomes more responsive to the characteristics
of imbalanced data, thereby reducing critical detection errors.

A shift in misclassification is observed in the non-phishing class; however, the improved identification of phishing
emails contributes more substantially to the overall model performance. This indicates that the Manhattan distance
tends to prioritize sensitivity toward the security-relevant class. The pattern shown in Figure 5 further supports that the
choice of distance metric plays an important role in enhancing model effectiveness when dealing with complex data
distributions.

Table 4. Confusion Matrix Comparison (80:20 Split)

Method | TN (0—0) | FP (0—1) | FN (1—0) | TP (1—1)
Euclidean 448 32 150 90
Manhattan 430 50 135 105

The evaluation under the 80:20 data split scenario reveals distinct classification patterns between Euclidean and
Manhattan distance metrics, as presented in Table 4. The Manhattan-based approach yields a higher number of correctly
classified instances in the phishing class, reflected by an increase in true positives alongside a reduction in classification
errors for that class. This indicates an improved ability of the model to capture the characteristics of phishing emails
during training.

Although an increase in misclassification is observed in the non-phishing class, this shift does not substantially
degrade the overall model performance. On the contrary, the enhanced capability in identifying phishing emails
contributes more significantly to the effectiveness of the detection system. These findings suggest that the use of
Manhattan distance provides a more adaptive response to imbalanced data distributions, thereby improving the model’s
sensitivity toward classes associated with higher risk.
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Figure 6. Confusion Matrix of SVM Model (a) Euclidean Distance and (b) Manhattan Distance

The visualization in Figure 6 (a) and (b) highlights changes in classification outcomes between the two approaches.
The Manhattan distance demonstrates an improved ability to identify instances within the phishing class, as reflected
by the increase in correctly classified cases and the reduction of critical misclassifications. This pattern suggests that
the model becomes more sensitive to the characteristics of imbalanced data distributions.

A shift in prediction distribution is also observed in the non-phishing class, indicating a trade-off in the form of
increased misclassification for that class. However, this change does not substantially affect the overall performance,
as the improved detection of phishing emails contributes more significantly to the model’s effectiveness. These findings
indicate that the Manhattan distance tends to guide the model toward greater responsiveness to higher-risk classes.

2. Statistical Validation

Statistical validation was conducted using the Wilcoxon signed-rank test [39] to assess the performance differences
between the Euclidean and Manhattan models. Incorporating statistical validation is an essential component in
evaluating classification models, as it enhances the reliability and credibility of the reported results.

Table 5. Iterative Performance Comparison of SVM Models (80:20 Split)

Iteration | Euclidean | Manhattan Difference
1 0.6750 0.6958 0.0208
2 0.6861 0.7361 0.0500
3 0.7472 0.7611 0.0139
4 0.7583 0.7667 0.0084
5 0.7306 0.7508 0.0202
6 0.7125 0.7486 0.0361
7 0.7528 0.7611 0.0083
8 0.7556 0.7625 0.0069
9 0.6889 0.7069 0.0180

10 0.7167 0.7542 0.0375
11 0.7569 0.7625 0.0056
12 0.7514 0.7625 0.0111
13 0.7417 0.7556 0.0139
14 0.6750 0.6764 0.0014
15 0.7542 0.7667 0.0125

The model performance was evaluated over 15 iterations under the 80:20 data split scenario, as presented in Table
5, with varying parameter configurations. The results show that the Manhattan-based approach consistently achieves
higher accuracy than the Euclidean method across all iterations. The observed performance differences range from
0.0014 to 0.0500, with an average improvement of 0.0176, indicating a stable enhancement in each trial. Furthermore,
the Manhattan approach demonstrates superior performance in all iterations, reflecting a high level of consistency.
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Table 6. Wilcoxon Signed-Rank Test Results

Metric Value
Test Type Wilcoxon Signed-Rank
Number of Iterations (n) 15

Test Statistic (W) 0.0000

p-value 0.000653

Significance Level (o) 0.05
Result Significant
Interpretation Manhattan outperforms Euclidean

To ensure that the observed performance differences were not due to random variation, the Wilcoxon signed-rank
test was applied to the accuracy results, as presented in Table 6. The test produced a statistic of 0.0000 with a p-value
01 0.000653, which is below the predefined significance level (o = 0.05). This indicates that the difference between the
two evaluated approaches is statistically significant.

The performance improvement obtained from the Manhattan-based approach exhibits a consistent pattern across all
iterations. Incorporating Manhattan distance into the RBF kernel not only enhances accuracy but also contributes to
improved stability and adaptability under varying data conditions. These findings highlight that the choice of distance
metric plays a crucial role in improving model performance, particularly when dealing with complex and imbalanced
data characteristics.

Conclusion

The evaluation results indicate that the Manhattan distance consistently delivers better performance than the
Euclidean approach across various testing scenarios. The model’s ability to detect phishing emails is reflected in the
improvement of recall and F1-score, along with a reduction in false negative instances, which are critical in security-
related contexts. The iterative evaluation further shows that the Manhattan-based approach produces stable and
consistent performance, achieving higher accuracy across all 15 experimental iterations. These findings are supported
by the Wilcoxon signed-rank test, which confirms that the performance differences between the two approaches are
statistically significant and not due to random variation. Overall, the results highlight that the choice of distance metric
within the RBF kernel plays an important role in enhancing model sensitivity, particularly when dealing with
imbalanced data.

From a practical perspective, the proposed approach provides a reliable framework for phishing email detection,
where minimizing undetected threats is essential. Future research may consider exploring ensemble techniques or
hybrid approaches, as well as evaluating the model on larger and more diverse datasets to further improve its
generalization capability.
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