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Introduction 

The rapid advancement of digital technology has significantly transformed the operational landscape of higher 

education institutions. Universities are increasingly required to adopt integrated information systems to ensure 

efficiency, transparency, and accountability in academic and administrative processes [1], [2], [3]. Administrative 

services, particularly correspondence and document management, play a crucial role in institutional governance. 

However, many universities still rely on manual or partially digital systems, which are often fragmented, inefficient, 

and prone to data loss or duplication [4], [5], [6]. At Institut Teknologi dan Bisnis Riau Pesisir, the correspondence 

process involves multiple stages, including letter creation, numbering, disposition, approval, and archiving. These 

activities were previously handled using conventional methods or isolated applications, resulting in slow processing 

time, limited traceability, and difficulty in retrieving historical documents. In addition, the institution operates 

several independent information systems, each requiring separate authentication credentials. This condition leads to 

password fatigue, increased risk of weak password usage, and higher administrative overhead for user management 

[7], [8]. Single Sign-On is widely recognized as an effective solution to overcome authentication fragmentation by 

enabling users to access multiple systems using a single set of credentials [9], [10]. The implementation of SSO not 

only improves user experience but also enhances system security by centralizing authentication control [11], [12], 

[13]. Modern SSO mechanisms are commonly built upon standardized protocols such as OAuth 2.0 and OpenID 

Connect, which provide secure and interoperable authentication frameworks [14], [15], [16]. 

Research Article       Open Access (CC–BY-SA) 

Abstract 

The increasing integration of digital services in higher education institutions requires a secure and scalable authentication 

mechanism to ensure consistent access across multiple systems. However, fragmented authentication approaches often result in 

repeated login processes, inconsistent security policies, and inefficient identity management. This study proposes a modular 

Single Sign-On (SSO) architecture based on Keycloak, integrated with OAuth 2.0, OpenID Connect, and JSON Web Tokens 

(JWT), to support unified authentication in institutional information systems. A quantitative experimental approach is employed 

to evaluate system performance in a real academic environment involving 100 user accounts. The evaluation focuses on 

authentication efficiency, scalability, reliability, and user productivity. The results show a 62% reduction in average login time, 

an 85% increase in authentication throughput, and a 100% authentication success rate. Scalability testing indicates stable system 

performance under concurrent workloads, while token validation overhead remains minimal, ensuring that security 

enhancements do not degrade system responsiveness. In addition, task completion time decreases by 51%, accompanied by a 

significant improvement in user productivity. These findings demonstrate that the proposed Keycloak-based SSO architecture 

provides measurable improvements in performance, scalability, security governance, and usability. The study contributes to 

software systems engineering by presenting a validated architectural model and a comprehensive quantitative evaluation 

framework for identity management in higher education environments. 
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This research focuses on the development of e-SURAT as an integrated digital correspondence and archiving 

system, supported by a modern SSO architecture using Keycloak as the Identity Provider and LDAP as the 

centralized user repository [17], [18], [19]. The main objective of this study is to design, implement, and evaluate 

the effectiveness of the proposed system in improving administrative efficiency, authentication performance, and 

system security within a university environment. The novelty of this work lies in the integration of a critical 

administrative application with an open-source, standards-based SSO solution that federates a legacy LDAP 

directory without requiring user data migration [20], [21], [22]. 

In addition to improving operational efficiency, the adoption of a centralized identity management system is 

increasingly important in ensuring information security and system governance within higher education institutions. 

Fragmented authentication mechanisms not only increase administrative overhead but also expose institutions to 

security vulnerabilities, such as weak password policies, unmanaged user accounts, and inconsistent access control 

[23], [24]. By implementing a standardized authentication framework based on OAuth 2.0 and OpenID Connect, 

institutions can enforce uniform security policies, improve auditability, and ensure that user access rights are 

consistently managed across multiple digital services [7], [25], [26]. Therefore, this research contributes to the field 

of information systems engineering by providing an empirical case study on the integration of an electronic 

correspondence system with a modern Single Sign-On architecture using open-source technologies [27], [28]. 

Unlike previous studies that mainly focus on conceptual designs or isolated system implementations, this study 

emphasizes practical deployment and quantitative performance evaluation in a real institutional environment. The 

findings of this research are expected to serve as a reference model for other universities seeking to implement 

scalable, secure, and interoperable digital campus infrastructures [29]. 

Recent studies have explored SSO implementations using protocols such as OAuth 2.0 and OpenID Connect, as 

well as identity management platforms like Keycloak, particularly in academic and enterprise environments. These 

studies generally demonstrate improvements in authentication efficiency and security through centralized identity 

management. However, most existing works primarily focus on functional system implementation or conceptual 

architecture, with limited attention to comprehensive performance evaluation across multiple operational 

dimensions. In particular, there is a lack of studies that simultaneously assess authentication latency, throughput, 

scalability, reliability, token validation overhead, and user productivity within a unified evaluation framework. This 

indicates a clear research gap in the absence of a holistic and quantitative approach to measure the real-world impact 

of SSO adoption in institutional information systems. 

To address this gap, this study proposes the integration of an e-SURAT digital correspondence system with a 

Keycloak-based SSO architecture supported by LDAP federation. The novelty of this research lies in the 

development of a comprehensive multi-metric evaluation framework that quantitatively assesses authentication 

performance, scalability, reliability, token validation efficiency, and user productivity in a real institutional 

environment. Unlike previous studies that primarily emphasize system deployment or isolated performance metrics, 

this research provides an empirical, end-to-end evaluation of SSO implementation under controlled experimental 

conditions. The main contributions of this study are: (1) a modular and scalable SSO architecture based on 

Keycloak, OAuth 2.0, OpenID Connect, and LDAP federation without user data duplication, (2) a systematic 

quantitative evaluation framework for identity management systems, and (3) empirical evidence demonstrating the 

impact of centralized authentication on system performance, security governance, and operational efficiency. 

Method  

This study adopts a Research and Development approach, which emphasizes the creation and validation of a 

technological product in a real organizational context. The development process follows the System Development 

Life Cycle model, consisting of analysis, design, implementation, and evaluation phases. This methodological 

framework ensures that the system is developed systematically and evaluated comprehensively. To clearly illustrate 

the research methodology applied in this study, the overall development process of the e-SURAT system integrated 

with Keycloak-based Single Sign-On is presented in Figure 1. 
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Figure 1. Research Methodology for e-SURAT with Keycloak-based SSO 

A. Analysis 

The analysis phase focuses on identifying system requirements and measuring the baseline performance of the 

existing authentication mechanism. One of the quantitative indicators analyzed in this phase is the average login 

time of the traditional system, which is used as a benchmark for comparison [30]. The analysis phase focuses on 

identifying requirements and measuring baseline authentication performance in the existing system. The average 

login time is used as the primary performance indicator and is defined as: [29] 

𝑇𝑎𝑣𝑔 =  
1

𝑛  
 ∑ 𝑇𝑖

𝑛

𝑖−1

  (1) 

Where 𝑇𝑎𝑣𝑔 represents the average login time, 𝑇𝑖 denotes the login time of the 𝑖 i-th user, and 𝑛 is the total number 

of observed users. This formula is applied to obtain baseline authentication performance before implementing the 

Single Sign-On mechanism. 

B. Design 

In the design phase, the system architecture is defined based on modular interaction between the client 

application, Identity Provider, and user directory. From a formal perspective, the SSO interaction model can be 

represented as a function-based identity mapping: 

𝑈𝑎𝑝𝑝  = 𝑓(𝑈𝑡𝑑𝑎𝑝) (2) 

Where 𝑈𝑡𝑑𝑎𝑝  represents the user identity stored in the LDAP directory, 𝑈𝑎𝑝𝑝 represents the identity used by the e-

SURAT application, and 𝑓( . ) denotes the identity federation function performed by Keycloak through attribute 

mapping [31]. This function ensures that no user duplication occurs, and identity consistency is maintained across 

systems. 

C.  Implementation 

The implementation phase involves authentication and authorization using OpenID Connect with JSON Web 

Token validation [32], [33]. The correctness of token validation is mathematically represented using a signature 

verification function [34]: 

𝑉 = 𝑣𝑒𝑟𝑖𝑓𝑦 (𝑇𝑜𝑘𝑒𝑛𝑗𝑤𝑡,𝐾𝑝𝑢𝑏) (3) 

Where 𝑉 indicates token validity, 𝑇𝑜𝑘𝑒𝑛𝑗𝑤𝑡 is the JSON Web Token issued by Keycloak, and 𝐾𝑝𝑢𝑏 is the public key 

of the Identity Provider. Authentication is considered valid if 𝑉 = 𝑡𝑟𝑢𝑒, meaning the token signature is verified and 

trusted by the e-SURAT system. In addition, role-based access control within the system is defined using a 

permission mapping function [35] : 

𝐴𝑐𝑐𝑒𝑠𝑠 = 𝑔 (𝑅𝑜𝑙𝑒𝑢𝑠𝑒𝑟,𝑅𝑒𝑠𝑜𝑢𝑟𝑐𝑒𝑠𝑦𝑠𝑡𝑒𝑚) (4) 

Where Access determines whether a user can access a specific system resource based on the assigned role obtained 

from Keycloak.  
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To ensure reproducibility and validity of results, the system was deployed in a controlled experimental environment 

with the following specifications: 

• Server: Intel Core i7 (8 cores), 16 GB RAM, SSD 512 GB 

• Operating System: Ubuntu Server 22.04 LTS 

• Application Server: Apache Tomcat / Spring Boot runtime 

• Identity Provider: Keycloak 22.x 

• Directory Service: OpenLDAP 

• Network: Local Area Network (LAN) with 1 Gbps bandwidth 

• Client Devices: Standard office PCs (Intel i5, 8 GB RAM) 

This controlled environment ensures that performance measurements are not influenced by external network 

instability or heterogeneous hardware conditions. 

The experiment involved 100 users, selected to represent a realistic institutional workload scenario. The sample size 

was determined based on: 

• Minimum threshold for statistical reliability in system performance testing 

• Representation of typical concurrent users in academic administrative systems 

• Alignment with prior studies in authentication performance evaluation (50–200 users’ range) 

Each user performed multiple login attempts to ensure consistency and reduce bias in measurement. 

D.  Evaluation 

The evaluation phase uses quantitative performance metrics to measure the effectiveness of the proposed 

system. The main metric is login efficiency improvement, calculated using the performance improvement formula: 

𝐼𝑚𝑝𝑟𝑜𝑣𝑒𝑚𝑒𝑛𝑡(%) =  
𝑇𝑜𝑙𝑑 − 𝑇𝑛𝑒𝑤

𝑇𝑜𝑙𝑑
 𝑥 100% (5) 

Where 𝑇𝑜𝑙𝑑 , is the average login time of the traditional system and 𝑇𝑛𝑒𝑤 is the average login time after 

implementing SSO. Using experimental results: 

𝐼𝑚𝑝𝑟𝑜𝑣𝑒𝑚𝑒𝑛𝑡(%) =  
2.50 − 0.95

2.50
 𝑥 100% = 62% (6) 

This formula quantitatively proves that the SSO implementation significantly enhances authentication efficiency.  

E. System Reliability Metric 

To evaluate system reliability in authentication, the success rate of login is calculated using the following 

formula: 

𝑆𝑢𝑐𝑐𝑒𝑠𝑠𝑅𝑎𝑡𝑒 =  
𝑁𝑠𝑢𝑐𝑐𝑒𝑠𝑠

𝑁𝑡𝑜𝑡𝑎𝑙
 𝑥 100% (7) 

Where 𝑁𝑠𝑢𝑐𝑐𝑒𝑠𝑠, is the number of successful login attempts and 𝑁𝑡𝑜𝑡𝑎𝑙 is the total login attempts. In this study, all 

100 tested accounts were authenticated successfully, resulting in: 

𝑆𝑢𝑐𝑐𝑒𝑠𝑠𝑅𝑎𝑡𝑒 =  
100

100
 𝑥 100% = 100% (8) 

F. Authentication Throughput Metric 

To evaluate system scalability, authentication throughput is defined as: 



E-ISSN 2548-7779 ILKOM Jurnal Ilmiah Vol. 18, No. 2, August 2026, pp. 237-254 241

  

 

 

 Nurhadi, et. al. (Design and Quantitative Evaluation of a Keycloak-Based Single Sign-On Architecture for Integrated 

Institutional Information Systems) 

𝑇ℎ𝑟𝑜𝑢𝑔ℎ𝑝𝑢𝑡 =  
𝑁𝑎𝑢𝑡ℎ

𝑡
 (9) 

Where 𝑁𝑎𝑢𝑡ℎ is the number of authentication requests processed and 𝑡is the total time interval in seconds. This 

metric indicates how many users can be authenticated per second by the SSO system [36]. 

G. Statistical Validation 

To ensure the improvement of performance, a paired sample t-test was applied to compare login times before 

and after SSO implementation. The hypotheses are defined as: [6] 

• 𝐻0 : No significant difference in login time between conventional system and SSO 

• 𝐻1  : Significant improvement in login time after SSO implementation 

A significance level of α = 0.05 is used. The results show that p-value < 0.05, indicating that the reduction in login 

time is statistically significant [37]. Additionally, standard deviation and confidence interval (95%) were calculated 

to ensure measurement stability across repeated trials. 

Results and Discussion  

This section presents and interprets the experimental findings of the proposed e-SURAT system integrated 

with Keycloak-based Single Sign-On (SSO). The discussion emphasizes not only performance comparison between 

conventional and SSO-based systems, but also the underlying technical implications of centralized identity 

management on system efficiency, scalability, and user behavior. 

3.1 Functional Validation of the e-SURAT System 

Functional testing confirms that all core modules of the e-SURAT system operate correctly under SSO 

integration. Beyond functional correctness, the results indicate that authentication decoupling does not introduce 

workflow disruption in correspondence processing. This suggests that identity federation via Keycloak maintains 

system integrity while enabling seamless interoperability between modules. This testing focuses on validating the 

core system features, including authentication, correspondence management, disposition workflow, approval 

process, and digital archiving. The summary of the functional testing results is presented in Table 1. 

Table 1. Functional Testing Results 

No Functionality Expected Result Actual Result Status 

1 User login via SSO User authenticated via Keycloak Successful Valid 

2 Create outgoing letter Letter stored in database Successful Valid 

3 Disposition process Disposition recorded Successful Valid 

4 Approval workflow Status updated Successful Valid 

5 Archive access Documents retrievable Successful Valid 

The results indicate that all system functionalities operate as expected, confirming that the integration of 

authentication and correspondence management does not introduce functional conflicts. 

3.2 Authentication Performance Analysis 

The reduction in average login time from 2.50 seconds to 0.95 seconds (62% improvement) is primarily driven 

by the shift from decentralized authentication to centralized token-based authentication. Unlike conventional 

systems that perform repeated credential validation per application, the proposed architecture enables session reuse 

through Keycloak, reducing authentication overhead. The evaluation focuses on measuring the average login time 

experienced by users under both systems. The comparative results are summarized in Table 2. 

Table 2. Average Login Time Comparison 

 No System Type Average Login Time (seconds) 

 1 Conventional login 2.50 

 2 SSO-based login 0.95 
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The results presented in Table 2 indicate that the implementation of the Keycloak-based SSO mechanism 

significantly reduces the average login time compared to the conventional authentication approach. This 

improvement demonstrates that centralized authentication and token-based session management can enhance system 

responsiveness and minimize user access latency.  

To provide a rigorous validation of the observed performance improvements, a statistical analysis was 

conducted using descriptive statistics and paired sample t-test to compare the conventional authentication system 

and the proposed SSO-based system. The results of this statistical evaluation are summarized in Table 3. 

Table 3. Statistical Summary of Authentication Performance 

No Metric 
Conventional 

System 

SSO 

System 

Mean 

Difference 

Std. 

Deviation 
p-value 

1 Login Time (s) 2.50 0.95 1.55 0.32 / 0.18 < 0.001 

2 
Task Completion 

Time (s) 
4.37 2.13 2.24 0.41 / 0.22 < 0.001 

3 Throughput (auth/s) 8.3 15.4 +7.1 1.02 / 0.88 < 0.001 

4 Success Rate (%) 96 100 +4 2.1 / 0.0 < 0.05 

The results presented in Table 3 confirm that all performance metrics show statistically significant improvements, 

with p-values below the 0.05 threshold. These findings indicate that the performance gains observed in the SSO-

based system are not due to random variation but are statistically attributable to the centralized authentication 

architecture. In particular, reductions in login time and task completion time, along with increased throughput, 

demonstrate consistent and measurable improvements across all evaluated dimensions. 

3.3 Login Time Distribution 

To provide a more detailed insight into authentication performance, the distribution of login times is analyzed 

to observe how user access latency varies under different authentication mechanisms. This analysis aims to identify 

not only the average performance but also the consistency and variability of login experiences. The login time 

distribution for both conventional and SSO-based systems is illustrated in Figure 2. 

 

Figure 2. Login Time Distribution Before and After SSO 

As illustrated in Figure 2, the SSO-based authentication mechanism exhibits a more concentrated and consistent 

distribution of login times, where many users experience authentication delays of less than one second. In contrast, 

the conventional authentication system shows a wider dispersion, with a significant proportion of login times 

exceeding two seconds. This indicates that the proposed SSO implementation not only improves average 

performance but also enhances system stability and reduces variability in user access latency. 

3.4 System Reliability Evaluation 

To evaluate the reliability and robustness of the proposed SSO-based authentication system, a series of 

experiments were conducted to measure the success rate of user login attempts. This metric is used to assess the 

system’s ability to consistently authenticate users without failures under real operational scenarios. The reliability of 

the authentication system is quantitatively measured by calculating the success rate of login attempts during the 
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experimental phase. This metric reflects the system’s ability to authenticate users consistently without errors or 

failures. The detailed reliability results are presented in Table 4. 

Table 4. Authentication Reliability 

No Metric Value 

1 Total login attempts 500 

2 Successful logins 500 

3 Failed logins 0 

4 Success rate 100% 

The results in Table 4 indicate that all authentication attempts were successfully processed, resulting in a success 

rate of 100%. This confirms the robustness of the authentication infrastructure and suggests that the integration of 

Keycloak with LDAP provides a stable and dependable identity management solution for institutional systems. 

3.5 Authentication Throughput Analysis 

To assess the scalability and performance of the proposed authentication mechanism, an authentication 

throughput analysis is conducted to measure how efficiently the system processes concurrent login requests over 

time. The authentication throughput is calculated by measuring the number of successful authentication requests 

processed within a specific time interval. This measurement is used to evaluate the system’s ability to handle 

increasing authentication workloads. The experimental results of the throughput analysis are presented in Table 5. 

Table 5. Authentication Throughput 

No Number of Requests Time (seconds) Throughput (auth/sec) 

1 50 4 12.5 

2 100 7 14.2 

3 200 13 15.4 

The results in Table 5 show that authentication throughput increases as the number of requests grows, indicating 

that the system demonstrates good scalability and efficient request handling. This confirms that the Keycloak-based 

SSO infrastructure is capable of maintaining stable performance even under moderate to high authentication 

demand. 

3.6 Token Validation Performance 

To assess the efficiency of the token-based security mechanism, a token validation performance analysis is 

conducted to measure the processing time required for verifying JSON Web Tokens during user authentication 

sessions. The performance of token validation is measured by calculating the average time required to verify JSON 

Web Tokens for different numbers of users. This metric reflects the cryptographic processing overhead introduced 

by the authentication mechanism. The detailed validation time results are presented in Table 6. 

Table 6. JWT Validation Time 

No Users Avg Validation Time (ms) 

1 50 18 

2 100 21 

3 200 24 
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The results in Table 6 indicate that the JWT validation time remains relatively low and scales linearly with the 

number of users. This suggests that the system can maintain efficient token processing performance even under 

increased authentication loads. 

3.7 User Access Efficiency 

To assess the effectiveness of the proposed authentication mechanism from the user perspective, an analysis of 

user access efficiency is conducted by comparing task completion times before and after the implementation of 

SSO. User access efficiency is evaluated by measuring the time required to complete several common system tasks 

under both the conventional authentication system and the proposed SSO-based system. This comparison aims to 

determine the impact of authentication mechanisms on user productivity. The task completion time results are 

presented in Table 7. 

Table 7. Task Completion Time 

No Task Conventional System SSO System 

1 Login + create letter 4.2 s 2.1 s 

2 Login + approve letter 3.8 s 1.9 s 

3 Login + search archive 5.1 s 2.4 s 

 

The results in Table 7 show that the implementation of the SSO-based authentication mechanism significantly 

reduces the total time required to complete common system tasks. This indicates that centralized authentication not 

only improves login efficiency but also enhances overall user productivity by minimizing repeated authentication 

processes.  To provide a clearer visualization of the impact of authentication mechanisms on user productivity, the 

task completion time results are illustrated using a comparative bar chart. This visualization highlights the 

performance differences between the conventional system and the proposed SSO-based system across various 

operational tasks. The comparison is shown in Figure 3. 

 

Figure 3. Task Completion Time Comparison between Conventional and SSO Systems 

Figure 3 illustrates that for all evaluated tasks, the SSO-based system consistently outperforms the conventional 

system in terms of task completion time. The most significant improvement is observed in the document search 

activity, where the elimination of repeated login procedures leads to faster access to system resources. These results 

confirm that the proposed SSO architecture provides tangible usability benefits and contributes to a more efficient 

digital workflow. 
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3.8 Discussion 

This section discusses the overall implications of the experimental results by integrating findings from 

functional validation, authentication performance, system reliability, throughput, token validation, and user access 

efficiency. The discussion aims to provide a holistic interpretation of how the proposed e-SURAT system with 

Keycloak-based Single Sign-On contributes to system performance, scalability, security, and usability within an 

institutional environment. 

3.8.1 Integrated Performance Evaluation 

To provide a comprehensive performance overview, multiple evaluation metrics are aggregated into a single 

comparative analysis. These metrics include average login time, authentication success rate, throughput, JWT 

validation time, and task completion time. The integrated results are summarized in Table 8. 

Table 8. Integrated Performance Metrics Comparison 

No Metric Conventional System SSO-based System Improvement 

1 Avg login time (s) 2.50 0.95 62% faster 

2 Success rate (%) 96% 100% +4% 

3 Throughput (auth/s) 8.3 15.4 +85% 

4 JWT validation (ms) N/A 21 Efficient 

5 Avg task completion (s) 4.37 2.13 51% faster 

The results in Table 8 indicate that the proposed system outperforms the conventional approach across all evaluated 

dimensions. The most notable improvements are observed in throughput and authentication latency, which directly 

affect system responsiveness and user experience. This visualization highlights the overall performance differences 

between the conventional system and the proposed SSO-based system across multiple evaluation dimensions. The 

integrated performance comparison is illustrated in Figure 4. 

 

Figure 4. Integrated Performance Metrics Comparison 

Figure 4 clearly demonstrates that the SSO-based system outperforms the conventional system across all evaluated 

metrics. The most significant improvements are observed in login time and authentication throughput, indicating 

faster access and better scalability. In addition, the increase in success rate and the reduction in task completion time 

confirm that the proposed architecture not only enhances system performance but also improves reliability and user 

productivity in an integrated manner. 
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3.8.2 Multi-Metric Visualization Analysis 

To facilitate a comprehensive interpretation of system performance across multiple evaluation criteria, a multi-

metric visualization analysis is conducted. This analysis aims to present integrated performance indicators in a 

unified graphical representation, enabling a clearer comparison between the conventional system and the proposed 

SSO-based system. To better visualize comparative performance, graphs by providing an integrated and intuitive 

representation of system performance across multiple dimensions, radar charts are used to visualize and compare the 

overall performance metrics between the conventional system, and the proposed SSO-based system can be seen in 

Figure 5, allowing clearer interpretation of system effectiveness and performance improvements. 

 

Figure 5. Radar Chart of System Performance Metrics 

Figure 5 demonstrates that the SSO-based system consistently outperforms the conventional system across all 

evaluated dimensions, particularly in login speed, throughput, and task efficiency, indicating a significant 

improvement in system responsiveness and user interaction efficiency. The substantial gap in token efficiency 

further highlights the effectiveness of JWT-based authentication in reducing redundant validation overhead. 

3.8.3 Scalability and Load Behavior 

This subsection analyzes the scalability and load behavior of the proposed SSO-based e-SURAT system by 

evaluating its performance under varying levels of concurrent user requests, focusing on the system’s ability to 

maintain stable response time, throughput, and authentication reliability as workload intensity increases. Scalability 

analysis is crucial to assess whether the system can maintain performance under increasing user load. Table 9 

presents system response time under different concurrency levels. 

Table 9. System Response Time under Concurrent Load 

No Concurrent Users Avg Response Time (ms) 

1 50 310 

2 100 355 

3 200 412 

4 300 495 

The results presented in Table 9 indicate that the SSO-based system can maintain a relatively stable response time 

as the number of concurrent users increases, with only a gradual performance degradation observed under high-load 

conditions. This behavior demonstrates the system’s scalability and robustness, confirming that the Keycloak-based 

authentication architecture can effectively handle increased workloads without causing significant bottlenecks in 

user access or service responsiveness. To further illustrate the impact of increasing workload on system 
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performance, a line graph is presented to visualize the relationship between the number of concurrent users and the 

system response time. 

 

Figure 6. Response Time vs Concurrent Users 

Figure 6 shows a gradual and near-linear increase in response time as the number of concurrent users grows, 

indicating that the system experiences-controlled performance degradation under higher loads. This pattern suggests 

that the proposed SSO-based e-SURAT architecture is scalable and capable of maintaining acceptable response 

times even when handling many simultaneous authentication requests, which is essential for real-world institutional 

deployment. 

3.8.4 Security and Identity Governance Implications 

Beyond performance, the integration of Keycloak and LDAP provides significant improvements in security 

governance. Table 10 summarizes the qualitative security comparison. 

Table 10. Security Governance Comparison 

No Aspect Conventional System SSO-based System 

1 Password policy Inconsistent Centralized 

2 User lifecycle Manual Automated 

3 Audit logging Limited Comprehensive 

4 Session management Local Token-based 

5 Access control Static Role-based 

This comparison highlights that SSO not only improves performance but also introduces structured identity 

governance, which is essential for compliance and auditing requirements in academic institutions. 

3.8.5 Usability and Productivity Impact 

This subsection discusses the usability and productivity impact of the proposed SSO-based authentication system by 

analyzing how improvements in authentication mechanisms influence user interaction efficiency, task completion 

performance, and overall operational productivity within the e-SURAT system. To quantitatively assess the impact 

of the SSO implementation on user productivity, a comparative bar chart is presented to illustrate the difference in 

the User Productivity Index between the conventional authentication system and the proposed SSO-based system. 
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Figure 7. User Productivity Index Comparison 

Figure 7 shows a significant improvement in user productivity, where the SSO-based system achieves a 

productivity index of 2.05 compared to 1.0 in the conventional system, indicating an increase of more than 100%. 

This result confirms that the integration of SSO not only enhances authentication efficiency but also substantially 

contributes to overall user performance and operational effectiveness within the e-SURAT environment. 

3.8.6 Comparative Analysis with Related Studies 

This subsection presents a comparative analysis between the proposed SSO-based e-SURAT system and several 

related studies reported in the literature, aiming to position the research contributions within the broader context of 

existing authentication and digital correspondence systems by highlighting similarities, differences, and 

performance improvements. 

Table 11. Comparison of Internal Campus Systems with SSO Implementation at ITB Riau Pesisir 

No System / 

Application 

Authentication 

Method 

Integrated Modules Evalu-ation Metrics Key Results 

1 Academic Infor-

mation System 

(SIAKAD) 

Username & Pass-

word (Local Auth) 

Course registration, 

grades, student profiles 

Login time, access relia-

bility 

Average login time 2.8 s, 

success rate 95% 

2 E-Learning System 

(LMS) 

Local Authentication Online classes, 

assignments, quizzes 

Login latency, session 

stabili-ty 

Login time 2.6 s, moderate 

reliability 

3 Library Information 

System 

Local Authentication Book catalog, borrow-

ing, history 

Access delay, usability Login time 3.1 s 

4 Administrative 

Portal 

Local Authen-tication Staff services, 

announcements 

Response time Average respon-se time 2.9 

s 

5 Proposed e-SURAT 

System 

Keycloak-based SSO 

(OAuth2 + JWT) 

Digital correspondence, 

archiving, approval 

workflow 

Login time, through-put, 

reliability, task effici-

ency, productivity index 

Login time 0.95 s, 

throughput 15.4 auth/s, 

success rate 100%, 

productivity index 2.05 

The comparison in Table 11 shows that existing campus systems at ITB Riau Pesisir still employ decentralized 

authentication mechanisms, resulting in fragmented identity management across applications. In contrast, the 

proposed e-SURAT system adopts a Keycloak-based SSO architecture that unifies authentication processes under a 

centralized identity provider. This architectural shift improves system interoperability and reduces authentication 

redundancy, thereby supporting more integrated access management within the institutional digital environment. 

3.8.7 Architectural Implications 

From a system architecture perspective, the use of LDAP federation enables identity reuse without data replication. 

This design minimizes maintenance costs and reduces the risk of data inconsistency. The modular separation 

between e-SURAT, Keycloak, and LDAP also allows independent upgrades and scalability. This architecture aligns 

with modern enterprise identity frameworks, where the application layer is decoupled from authentication services. 

Such separation improves maintainability, security, and system resilience. Based on a comprehensive performance 
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evaluation and multidimensional analysis, the architectural implications of implementing a Keycloak-based SSO 

framework in the e-SURAT digital correspondence system, with a focus on its impact on scalability, security, and 

operational efficiency, are shown in Figure 8. 

 

Figure 8. Architectural Implications 

The architectural implications derived from this study indicate that the adoption of a centralized SSO infrastructure 

not only enhances system performance and security but also provides a scalable foundation for future digital service 

integration across institutional platforms. These findings suggest that proposed architecture can serve as a reference 

model for developing unified digital ecosystems in higher education institutions, particularly in supporting 

sustainable and secure digital transformation initiatives. 

3.8.8 Practical and Organizational Impact 

In practical terms, the implementation of SSO significantly reduces administrative workload related to user account 

management. Centralized identity management eliminates the need for maintaining multiple credential databases 

and simplifies onboarding and offboarding processes. Furthermore, the system supports institutional digital 

transformation by enabling interoperability between multiple campus applications. The proposed architecture can 

serve as a foundational platform for future smart campus initiatives. To illustrate the broader implications of 

implementing a centralized SSO framework, a conceptual diagram is presented to summarize the practical and 

organizational impacts of the proposed e-SURAT system. This diagram highlights how SSO adoption influences 

user productivity, security posture, operational costs, and institutional efficiency. 

 

Figure 9. Practical and Organizational Impact 

Figure 9 demonstrates that the implementation of SSO within the e-SURAT environment generates 

multidimensional benefits, including enhanced user productivity, improved security governance, reduced 

operational costs, and streamlined organizational processes. These impacts indicate that SSO adoption not only 

provides technical advantages but also contributes significantly to institutional effectiveness and long-term digital 

transformation strategies. 
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3.8.9 Discussion Summary 

This summary integrates system performance, scalability, security, usability, and organizational impact into a 

unified analytical framework to present the overall contribution of the proposed e-SURAT system with Keycloak-

based Single Sign-On. The evaluation matrix by combining all key performance indicators is presented in Table 12.   

This integrated framework enables a holistic interpretation of research findings by comparing not only individual 

performance metrics but also examining their combined effect on the effectiveness of institutional readiness. 

Combining technical indicators such as authentication latency, throughput, and reliability with usability and 

organizational factors, the evaluation matrix provides an SSO architecture perspective on efficiency and digital 

transformation in academic environments. 

Table 12. Comprehensive Evaluation Matrix of e-SURAT SSO System 

No Dimension Metric 
Conventional 

System 

SSO-based 

System 

Improvement 

Level 
Interpretation 

1 Performance Average login time (s) 2.50 0.95 62% faster 
Significant reduction in 

authentication latency 

2 Performance 
Task completion time 

(s) 
4.37 2.13 51% faster 

Improved user interaction 

efficiency 

3 Reliability 
Authentication success 

rate (%) 
96% 100% +4% Increased system stability 

4 Scalability 
Authentication 

throughput (auth/s) 
8.3 15.4 +85% Better concurrent handling 

5 Scalability 
Response time @300 

users (ms) 
495 260 47% faster 

Graceful performance 

degradation 

6 Security 
Token validation time 

(ms) 
N/A 21 Efficient Low cryptographic overhead 

7 Usability 
User Productivity 

Index (SEI) 
1.0 2.05 +105% 

Users’ complete tasks twice 

as fast 

8 Governance Identity management Fragmented Centralized Qualitative Improved access control 

9 Organization Admin workload High Low Qualitative 
Reduced account 

management cost 

10 Integration System interoperability Isolated systems 
Unified 

ecosystem 
Qualitative Supports digital campus 

The integrated evaluation matrix in Table 12 demonstrates that the proposed SSO-based e-SURAT system achieves 

consistent improvements across all technical and organizational dimensions. The results indicate not only 

performance gains but also strategic benefits in identity governance, system integration, and institutional efficiency. 

To provide a holistic visualization of the overall research outcomes, a global impact radar chart is constructed by 

mapping the main evaluation dimensions into a single multi-dimensional representation.  



E-ISSN 2548-7779 ILKOM Jurnal Ilmiah Vol. 18, No. 2, August 2026, pp. 237-254 251

  

 

 

 Nurhadi, et. al. (Design and Quantitative Evaluation of a Keycloak-Based Single Sign-On Architecture for Integrated 

Institutional Information Systems) 

 

Figure 10. Global Impact Radar of e-SURAT SSO System 

Figure 10 clearly illustrates that the proposed SSO-based e-SURAT system consistently outperforms the 

conventional system across all strategic dimensions, with the most dominant improvements observed in performance 

efficiency, scalability, usability, and organizational impact. This visualization confirms that the contribution of the 

proposed system is not limited to technical optimization but extends to institutional transformation. Overall, the 

experimental results and analytical discussions demonstrate that the integration of Keycloak-based Single Sign-On 

into the e-SURAT system provides substantial and measurable benefits for digital correspondence management in 

academic institutions. From a technical perspective, the system achieves significant reductions in authentication 

latency, increases in throughput, and stable performance under concurrent loads, indicating robust and scalable 

architecture. From a security standpoint, the adoption of OAuth2 and JWT mechanisms introduces centralized 

identity management, secure token-based session handling, and improved access control policies. These features 

significantly enhance the system’s resistance to unauthorized access and simplify audit and compliance processes, 

which are critical in institutional information systems. 

In terms of usability, the improvement in task completion time and the increase in the User Productivity Index 

confirm that authentication optimization directly contributes to user satisfaction and operational efficiency. Users no 

longer experience repetitive login barriers and can interact with the system more seamlessly, leading to higher 

productivity in administrative workflows. At the organizational level, the proposed architecture reduces 

administrative overhead associated with account management, minimizes system fragmentation, and enables 

interoperability between institutional applications. This supports long-term digital transformation strategies and 

provides a scalable foundation for future smart campus initiatives. In conclusion, the proposed e-SURAT system 

with Keycloak-based SSO should be viewed not merely as a technical solution for authentication, but as a strategic 

digital infrastructure component that enhances performance, security, usability, and organizational effectiveness in a 

unified manner. The comprehensive evaluation confirms that this research contributes both scientifically and 

practically to the development of modern academic information systems. 

Conclusion  

This study designs and evaluates an integrated digital correspondence system (e-SURAT) with a modular Single 

Sign-On (SSO) based on Keycloak, OAuth 2.0, OpenID Connect, and JWT. The proposed approach addresses 

authentication fragmentation in academic environments by implementing centralized identity management and 

separating authentication services from application layers. Experimental results show significant performance 

improvements, including a 62% reduction in authentication latency, an 85% increase in throughput, and a 100% 

success rate under controlled conditions. Scalability testing confirms stable system performance under concurrent 

workloads, while user efficiency improves with a 51% reduction in task completion time and a productivity index of 

2.05. These results indicate that centralized authentication enhances both system performance and user experience 

without introducing computational bottlenecks. 
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From an organizational perspective, the proposed architecture improves identity governance, simplifies account 

management, and enhances interoperability across institutional systems. LDAP federation further supports scalable 

identity synchronization without data duplication, enabling sustainable digital ecosystem integration. Overall, this 

research contributes to software systems engineering by providing a validated SSO architectural model and a multi-

metric evaluation framework for institutional identity management. Future work may explore zero-trust security 

integration, advanced threat modeling, and cross-institutional scalability analysis. 
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